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Disclaimer

Neither futures trading nor swaps trading are suitable for all investors, and each involves the risk of loss. Swaps trading should
only be undertaken by investors who are Eligible Contract Participants (ECPs) within the meaning of Section 1a(18) of the
Commodity Exchange Act. Futures and swaps each are leveraged investments and, because only a percentage of a contract’s
value is required to trade, it is possible to lose more than the amount of money deposited for either a futures or swaps
position. Therefore, traders should only use funds that they can afford to lose without affecting their lifestyles and only a
portion of those funds should be devoted to any one trade because traders cannot expect to profit on every trade. All
examples discussed are hypothetical situations, used for explanation purposes only, and should not be considered investment
advice or the results of actual market experience.

CME Group, the Globe Logo and CME are trademarks of Chicago Mercantile Exchange Inc. CBOT is a trademark of the Board of
Trade of the City of Chicago, Inc. NYMEX is a trademark of New York Mercantile Exchange, Inc. COMEX is a trademark of
Commodity Exchange, Inc. All other trademarks are the property of their respective owners.

The information within this manual has been compiled by CME Group for general purposes only. CME Group assumes no
responsibility for any errors or omissions. Additionally, all examples in this manual are hypothetical situations, used for
explanation purposes only, and should not be considered investment advice or the results of actual market experience. All
matters pertaining to rules and specifications herein are made subject to and are superseded by official CME, CBOT and
NYMEX rules. Current rules should be consulted in all cases concerning contract specifications.

Copyright © 2023 CME Group Inc. All rights reserved.



Table of Contents

Table of Contents

Getting Started ... 4
What's NeW 5
RMI AP I erVieW 6

TSt -0 7
RMI API Session-Based Connectivity ... 8

1. Session-Based CONNECHIVILY ... 8
RMI API Order Routing Permissioning ... .. 10
2. Order Routing Permissioning ... 10
3. Order Routing Permissioning (Session-less) ... 11
RMI API Product Reference ReqUESES ... 13
4. Product Reference ReqUesTS ... 13
5. Product Reference Requests (SesSion-1eSS) ... 15

Tests O-T1 1 17

RMI API Current Prevent Instructions ... . 18
6. Current Prevent Instructions ... .. 18
7. Current Prevent Instructions (Session-less) ... 19

RMI APl Rejection Scenario ... 21
8. REJECHION SCENANIO ... o 21
9. Rejection Scenario (Session-less) ... 22

RMI API Order Mass Action Request ... 24
10. Order Mass Action ReqUEST ... 24
11. Order Mass Action Request (Session-1eSS) ... 24

User Manual - 3 -



AutoCert+ Risk Management Interface (RMI) API

Getting Started

The AutoCert+ tool is an automated testing tool for validating application functionality. It provides an easy-to-use web
interface for walking through CME Group certification scenarios.

To facilitate the process of connecting a customer application to CME Globex, CME Group provides a dedicated certification
environment to allow customers to test their systems before they complete certification.

The AutoCert+ Risk Management Interface (RMI) API tests focus on verifying that client systems can connect to the RMI API
using session-based and session-less connectivity.

o Note: RMI API testing includes two sets of test cases. One is for client systems that support session-based connectivity,
and the other applies to client systems that support session-less connectivity.

D} To run and navigate AutoCert+:

Log into the automated certification tool.

Review general AutoCert+ test suite navigation and general interview information.

Complete the Interview for this test suite.

Complete applicable test cases.

vk N

Complete the certification process from the Post Certification tab.
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https://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/Access.html#Logging
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/NavigatingCertificationTool.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/FillingOutInterview.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/CompletingCertificationProcess.html

What's New

The list below illustrates the updates made to the AutoCert+ Risk Management Interface (RMI) APl Help system.

T S ™ S

Oct 20, 2022 Format

April 16,
2014

July 20,
2012

February 2,
2012

All

All
Order Mass Action Request
Order Mass Action Request

(Session-less)
All

AutoCert+ Risk Management Interface (RMI) API

Website and PDF format changes only.

Updated links and edited to meet Help standards.

Updated all existing content. Formatted according to new
ACP Help system standards.
Included new test cases.

Original draft.
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AutoCert+ Risk Management Interface (RMI) API

RMI API Interview

The interview consists of a series of questions about your application. Based on your responses, certain tests are required and
others are optional. You must complete the pre-certification interview before running the test cases.

To complete the interview, select Yes or No to the questions regarding whether or not your system supports Order Routing
Permissioning, Product Reference Requests, Current Prevent Instructions Requests, and Cancel Instruction Requests.

In addition, you must determine if your system supports session-based or session-less RMI API connectivity.

o Note: Session-based tests require a client system to perform Logon and Logout functions.

After answering the Interview questions, click the Complete button.

i
¢

B Session Based RMI AP connectivity
Session Less RMI AP conneciivity

ofj c®
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AutoCert+ Risk Management Interface (RMI) API

Tests 1-5

This section contains information on tests 1-5.
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AutoCert+ Risk Management Interface (RMI) API

RMI API Session-Based Connectivity

1. Session-Based Connectivity

This test verifies that you can connect to the RMI APl using session based connectivity, and that your system maintains the
correct request number.

This test is mandatory if the interview response is:

e What types of connectivity does your system support: Session-based RMI API connectivity
Current Testing Configuration

Company Name: LT T Tester : B R

System Profike:; RM| &P - Automabed Trading System 1.2 - TestSuite: REI AR

Test Suite Status:

SencerComp: - | UMASSIGH | Pre-Certification Interview : @) Complete
Test Suite Satus: B Not Tested
Elll El cnline Hedp

Interview  Teat Suite - Post Certi

Steps of the test: RMI AP| Session-Based Connectivity
This tesi could iake up B several mnutes. Piease do nod close Bee window during B fesi Closing window/istopping test requires bo rerun B fest from shepd
Purpose

The purpese of B test & 1o verify that the chend syslems can connect to the RMI AP using session based connectivly, The besd also venifies that the
sysbem mainians the cormect nequest number. Hers the cient system i asked to perfiorm Logon and Logout funclionalty.

Hote: Press the Start Test button to start or restart a Test. Please do nof press the Start Test START TEST
Bution sgadn i you ane curmenily running this test.

[ Description

Status
. Ower an R AP connecion, submit a User Request - Logon message, [Ensure S0 in the message is same as the
assigned SenderComp I0]
2 Receive and process a User Response - Logon Confirmation message o
3 Submil 3 Logout mesSage i
4 Recete and proceéss a User Response - Logout Confirmation message o

Koy o nod Besled o complede pending i Faled
REFRESH

B’ To test session-based connectivity:

Click START TEST to begin.
For the RMI API Session-Based Connectivity test, submit and receive the following messages:

1. Submit User Request - Logon

o Note: Submit the Logon message over the RMI API.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex

AutoCert+ Risk Management Interface (RMI) API

2. Receive User Request - Logon Confirmation

3. Submit Logout

4. Receive User Request - Logout Confirmation
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731779/Drop+Copy+4.0+Logon+from+CME+Globex+to+Client+System
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout

AutoCert+ Risk Management Interface (RMI) API

RMI APl Order Routing Permissioning

2. Order Routing Permissioning

This test verifies that clearing members (CMs) are able to route the entitlement definition request over the RMI API, and
checks the capability of those CMs to block and unblock the order entry for a trading firm.

This test is mandatory if the interview responses are:
e What types of connectivity does your system support: Session-based RMI API connectivity

e Does your system support order routing permissioning via the RMI API: Yes

Current Testing Configuration

Company Narme: W Tester: R
System Profile: RM| AP - Automated Trading Syslem 1.2 - TestSaite: RuI &R -
Test Suite Status:
SenderComp : s UHASSIGH Pre-Certification Interview : & Complete
Test Suite Status: In Progress
1 AP Cnline Hed

wterview  Testsune [T coo oo

Steps of the test: RMI API Order Routing Permissioning - Session Based

This best could take up B seversl mnutes. Peass do nof cloge B window during e fest Cloaing window/stoppang test requires i rerun e fes! from stept

Purpose

Thi pusrpoae of B hest i io verify that the Clearing Members (Clls]) are abie 1o route the entlfiement definBon requist o the RMLARL This fest checks
the capabity of the Clls to bisck and unblock the order entry for & trading frm.

Note: Press the Start Test button fo start or restart a Test. Please do nof press the Start Test m
bistion sgakn i you are currently running this test.

Description Status

Ower an R AP connecion, Submit a User Request - Logon message, [Ensure SID in the message is same as the

assigned SenderComp I0] -
] Recetve and process a User Response - Logon Confirmation message &
3 Submi a Party Entilernant Definiticn Request to privent order ntry -
I Recete and process the Pay Entiternent Definition Reques! Acknaowledgement @
5 Submil a Farty Entilerment Definition Reguest to allow order enfry a4
B Receise and process the Pary Entilernent Definition Reques! Acnowledgement @
7 Submit a Logout message o
g Receive and process a User Response - Logout Confirmalion message i

Keyr @ nof tested i comgpicle pending i Taded
REFRESH

D:' To test order routing permissioning:

Click START TEST to begin.
For the RMI API Session-Based Connectivity test, submit and receive the following messages:
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AutoCert+ Risk Management Interface (RMI) API

1. Submit User Request - Logon

o Note: In the message, ensure SID is the same as the assigned SenderComplD.

Receive User Request - Logon Confirmation

Submit Party Entitlement Definition Request to prevent order entry

Submit Party Entitlement Definition Request to allow order entry

Receive Party Entitlement Definition Request Acknowledgement

2
3
4. Receive Party Entitlement Definition Request Acknowledgement
5
6
7

Submit Logout

8. Receive User Request - Logout Confirmation

3. Order Routing Permissioning (Session-less)

This test verifies that clearing members (CMs) are able to route the entitlement definition request over the RMI API, and
checks the capability of those CMs to block and unblock the order entry for a trading firm.

This test is mandatory if the interview responses are:
e What types of connectivity does your system support: Session-less RMI API connectivity

o Does your system support order routing permissioning via the RMI API: Yes
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https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logon+from+Client+System+to+CME+Globex
https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logon+from+CME+Globex+to+Client+System
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequest
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequestAcknowledgment
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequest
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequestAcknowledgment
https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logout
https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logout

AutoCert+ Risk Management Interface (RMI) API

Current Testing Configuration
Company Name: - Tester: B s
Syatem Profike: RMI AP - Automated Trading Sysbem 1.2 - TestJaite: Rl AR -
Sence rComp el UHALSIGH | Pre-Certification Interview : I8 Complete
Teat Suite Satus: In Progress

1Al I i

Irberview Tesit Suite - Poail Certillcation

Steps of the test: RMI AP Order Routing Permissioning - Session Less

This test could fake up b0 serversl mnutes. Piease do nof close B window during the fesl Closing windowisioppang test requings o negrun e tes! from slepd
Furpose

The parpege of B test i 1o verify that the Clearing Members (CUl3] are able io rocte the enbfiement definkion request over the RMIARL This les! checks
the capabiity of the Clls to biock and unbisck the order entry for & trading frm.

Kote: Press the Start Test button to start or restart a Test Please do not press the Start Test START TEST
Errtin again i you are carranily nunning this test,

[ Description | status
. Ower an RMI AP connection, submil 3 Pary Ensement Definition Requesiio prevent order entry [Ensure SID in he
message is same as the assigned SenderComp 10 -
2 Receive and process the Pay Entiternent Definition Request Acknowledgament o
3 Subimif a Pasty Entithermant Definition Request to allow arder entry )
4 Recetve and process the Pay Entilernent Definition Request Acknowledgement )

Eer o nod Besied i complele pending i falad

b To test session-less order routing permissioning:

Click START TEST to begin.
For the RMI API Session-Less Connectivity test, submit and receive the following messages:

1. Submit Party Entitlement Definition Request to prevent order entry

Receive Party Entitlement Definition Request Acknowledgement

2
3. Submit Party Entitlement Definition Request to allow order entry
4

Receive Party Entitlement Definition Request Acknowledgement
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http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequest
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequestAcknowledgment
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequest
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-PartyEntitlementDefinitionRequestAcknowledgment

AutoCert+ Risk Management Interface (RMI) API

RMI APl Product Reference Requests

4. Product Reference Requests
This test verifies that a client system can request the RMI API to get product references. These references can be made with
respect to the following:
e All product groups
e CME product groups (products grouped by exchange)
e CME futures (product groups within the specific exchange by security type)
This test is mandatory if the interview responses are:

e What types of connectivity does your system support: Session-based RMI API connectivity

o Does your system support order routing permissioning via the RMI API: Yes
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AutoCert+ Risk Management Interface (RMI) API

Current Testing Configuration
Company Narma: A . Tester: Lamsbitley rarmm
System Profile: RMI AP - Aatomated Trading System 1.2 - TestSuite: RUMIAR -
Test Suite Status:
SenderComp : =l UHASSICH | Pre-Cortification Interview : @ Complate
Test Suite Status: In Progress
M1 AP Onling Hel

Inte rview Test Suite - Past Cantification

Steps of the test: RMI API Product Reference Requests - Session Based
This tes! could taka up B seversl mnutes. Pieass do nold cioss e window during e tesl Chang window/sioppang test requinss 1o nenun Bhe tes! from shepl

Purpss

The parposs of Bhs best is 1o verify that e chent sysiem can request the RMIAF 10 get the prodedt references. The references can be made with respect
te ol product GrouRd, prodec Qroups Dy exchangs and product Groups wiEthin e Specific exchanges by Seturly Type.

Note: Press the Start Test button 1o Start o restart a Test. Flease do not press the Stan Test START TEST
button sgain if you are currently running this test.

| Description | status

Creer an RMIAPI connediion, submit a User Regquest - Logon message. [Ensure SI0 in the message is same as the

! assigned SenderComp ID] o
2 Recehe and process a User Response - Logon Confirmation message )
3 Submil a Security List Request message for all product groups o
It Receive and process the Security List message &
£ Submif a Security List Request message for CME produd groups o
3 Raceios and process the Security List message a8
7 Submil a Security List Requast message for CME fulures )
] Recehe and process the Security List message &
5 Submit a Logout message o
10 | Receive and process a User Response - Logout Confirmation message [ &

Koyt @ not betted o comgiste Py i faded

b To test product reference requests:

Click START TEST to begin.
For the RMI API Session-Based Connectivity test, submit and receive the following messages:

1. Submit User Request - Logon

2. Receive User Request - Logon Confirmation

3. Insteps 3-7, submit Security List Requests then receive corresponding Security List responses for all product
groups, CME product groups, and CME futures, respectively.

4. Submit Logout

5. Receive User Request - Logout Confirmation
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https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logon+from+Client+System+to+CME+Globex
https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logon+from+CME+Globex+to+Client+System
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-SecurityListRequest
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Risk+Management+Interface+Message+Specification#RiskManagementInterfaceMessageSpecification-SecurityListResponse
https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logout
https://www.cmegroup.com/confluence/display/EPICSANDBOX/iLink+2+Logout

AutoCert+ Risk Management Interface (RMI) API

5. Product Reference Requests (Session-less)

This test verifies that a client system can request the RMI API to get product references. These references can be made with
respect to the following:

e All product groups
e CME product groups (products grouped by exchange)
o CME futures (product groups within the specific exchange by security type)
This test is mandatory if the interview responses are:
o What types of connectivity does your system support: Session-based RMI API connectivity

e Does your system support order routing permissioning via the RMI API: Yes

Current Testing Configuration
Company Narme: - Tester: Bns e

Syatem Profile: Rl AP Dnbne Help - Atomgbed Trading Syalem 10 - Test Suie: Rl AR -

Test Suite Status:

SenderComp : i | UNASSIGH | Pre-Certification interview : & Complate
Test Suite Status: In Progress
11 AP Online Hel

wierview  Testsune [T oo

Steps of the test: RMI APl Product Reference Requests - Session Less

This best could taie up bo seversl mnutes. Piease do pof close Be window during the test Closing windowisioppng test reguines: i rerun Boe fes! from stepd
Purpose

The perpose of B test & 0 verify that e chent syslem can request the RNILAR {0 get the prodedt references. The references can be made with respect
1 all product groups, proded] groups by exchanges and product groups within the apecific exchangs by asturly type.

lote: Press the Start Test button 1o start or restart a Test. Flease do not press the Start Test START TEST
Bistion sgen i you ane currantly running this teat.
[ DescripEicn [ Status

. Over an RMI AP conneclion, submit a Secunity List Reguest message for all produdt groups [Ensune S10 in the

message is s5ame as he assigned SenderComp 10] -
2 Receie and process the Securily List message a
3 Submil a Security List Request message for CME produd groups -
4 Recehe and process the Secudty List message &
5 Submil 3 Security List Request message tor CME fulures &
' Recehe and process the Security List message a

Kes @ oot tested i complete | pendng @ faded
REFRESH

D’ To test session-less product reference requests:
Click START TEST to begin.
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e Insteps 1-6, submit Security List Requests then receive corresponding Security List responses for all product
groups, CME product groups, and CME futures, respectively.
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AutoCert+ Risk Management Interface (RMI) API

Tests 6-11

This section contains information on tests 6-11.
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AutoCert+ Risk Management Interface (RMI) API

RMI API Current Prevent Instructions

6. Current Prevent Instructions

This test determines which customer accounts are currently blocked from trading.

This test is mandatory if the interview responses are:
e What types of connectivity does your system support: Session-based RMI API connectivity
e Does your system support order routing permissioning via the RMI API: Yes

Current Testing Configuration

Company Narme: B Tester: L
Syatem Profike: Rl AP - Automabed Tradng Syslem 1.2 - Té#15aiite: RUI AR -
Test Suite Status:
Snde rComp <ETT | UMASSIGH | Pre-Certification interview : @ Complate
Test Suite Status: In Prograss
11 &P Cnline Hel

wierview  testsune [T oo

Steps of the test: RMI APl Current Prevent Instructions - Session Based

This best could taie up b seversl mnutes. Pieases o nof close B window during e fest Closing window/stoppang test requines fo nerun B fes! from stepl

Purpose
The parpose of B best s 10 determing which of e Cusiomer accounts i curmently biocked from trading of that particular point o tme

lote: Press the Start Test button 1o start or restart a Test. Flease do not press the Stan Test START TEST
bution again if you are carrently running this test.

Deacription Halus

Crer an RMIAPI connecion, submit a User Request - Logon message. [Ensure SI0 inthe message is same as the

' | assigned SenderComp D]

2 Recele and process a User Response - Logon Confirmation message

o
3 Submit a Party Entitle ment Definition Riequest to prevent order entry &
4 Recetve and process the Party Entilerment Definition Request Acknowledgament &
L] Submif a Pasty Entitlernents Requestio determing curmend prevent instnuctions &
[ Receive and process the Pamy Entilernents Report o
7 Submil a Logout message &
8 Recele and process a User Response - Logout Confirmation message &

Keyr @ nol besied i comglete pandng i raded
REFRESH

E} To test current prevent instructions:

Click START TEST to begin.
For the RMI API Session-Based Connectivity test, submit and receive the following messages:
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AutoCert+ Risk Management Interface (RMI) API

Submit User Request - Logon

Receive User Request - Logon Confirmation

Submit Party Entitlement Definition Request to prevent order entry

Receive Party Entitlement Definition Request Acknowledgement

Submit Party Entitlement Definition Request to determine prevent instructions

Receive Party Entitlements Report

Submit Logout

® N o un B~ w N

Receive User Request - Logout Confirmation

7. Current Prevent Instructions (Session-less)

This test determines which customer accounts are currently blocked from trading.
This test is mandatory if the interview responses are:
e What types of connectivity does your system support: Session-less RMI API connectivity

o Does your system support order routing permissioning via the RMI API: Yes

Current Testing Configuration

Company Narme: o - Tester:

Rr——
Sysiem Profike; RUI AP - Astomabed Trading Sysiem 1.2 - TestSaite: RUI &R -
Test Suite Status:
SenderComp: Rl HASSIGH | Pre-Certification Interview : @ Complete
Test Suite Satus: In Progress
RiAl AP Online Help

worview  Testsune [ oo oo

Steps of the test: RMI APl Current Prevent Instructions - Session Less

This fesd could iake up by seversl mnutes. Piease do nod close Bee window during e fesi Closing window/stoppang test requires bo rerun B fest from shepl
Purpose
The prpese of B hest & 1o determing which of B cuslomes accounts & curmently blocked from frading of that particulsr point of e

Note: Press the Start Test button (o start or restart s Test, Please do nol press the Start Test START TEST
bution again if you are currently running this test.

Description Statun
) Creer an RMI AP connection, submit a Party Enstlement Definition Requestio prevent arder entry [Ensure SID in the
message is same as e assigned SenderComp I0] -
] Recete and process the Pary Entitement Delnition Regquest Acmowledgement o
3 Submit a Party Entitements Reguestio determine cument prevent instnucions o

4 Receive and process the Pary Entilements Report o

Koy @ nof bested @ complete poncing i faded

D To test session-less current prevent instructions:
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AutoCert+ Risk Management Interface (RMI) API

Click START TEST to begin.
For the RMI API Session-Less Connectivity test, submit and receive the following messages:

1. Submit Party Entitlement Definition Request

Receive Party Entitlement Definition Request Acknowledgement

2
3. Submit Party Entitlement Definition Request to determine prevent instructions
4

Receive Party Entitlements Report
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RMI APl Rejection Scenario

8. Rejection Scenario

This test verifies that for instances when a client system does not send messages in proper format, the APl generates a
business reject message. In addition, the test verifies that a client system can process the business reject message.

This test is mandatory if the interview response is:

e What types of connectivity does your system support: Session-less RMI API connectivity

Current Testing Configuration
Company Narme: W P - Tesber: [ S——
System Profile: RMI AP - Agtomabed Tradng Sysbem 1.2 - Te®tSane: RUI AR -

Test Suite Status:

SencherComp: ol MASSIGH | Pre-Certification Interview : @ Complete
Test Suite Satus: In Progress
| &P Omline Hed

mtorview  Testsune [T oo oo

Steps of the test: RMI API Rejection Scenario - Session Based

This fesd could iake up B several mnutes. Piease do nod close Bee window during e fesl Closing windowJ/stopping test requires bo rerun B fest from shepd

Purposes

The poepose of B test & i verify that, when e chen yystem does not send messages in proper fonmat, the AP g ey the b repect I
Ao, the clent systems should be able 1o process e business neject message.

Hote: Press the Start Test button to start or restart a Test. Please do not press the Start Test START TEST
Bution sgadn i you are curmently running this test.

Descripkicn Status

Over an RMI AP connecion, submil a User Request - Legon mes3age, [Ensure SI0 in the message is same as the

assigned SenderComp ID] -
2 Receive and process a User Response - Logon Confirmation massage o
3 Submi a Party Entilernent Definition Request o prevend orded eniry i
4 Receie and process the Business Message Reject a
5 Submifl a Farty Entitlernent Definition Request i prevent order entry o
B Receie and process the Pady Enilernent Definition Regquest Acknowladgement o
7 Submit a Logout message &
B Receive and process a User Response - Logout Confirmation message o

Eeyr @ nod tesded @ compieie perchng i faded
REFRESH
D’ To run a rejection scenario test:

Click START TEST to begin.
For the RMI API Session-Based Connectivity test, receive and submit the following messages:

1. Submit User Request - Logon
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Receive User Request - Logon Confirmation

Submit Party Entitlement Definition Request to prevent order entry

Receive Business Message Reject

Receive Party Entitlements Definition Request Acknowledgement

2.
3
4
5. Submit Party Entitlement Definition Request to prevent order entry
6
7. Submit Logout

8

Receive User Request - Logout Confirmation

9. Rejection Scenario (Session-less)

This test verifies that for instances when a client system does not send messages in proper format, the APl generates a
business reject message. In addition, the test verifies that a client system can process the business reject message.

This test is mandatory if the interview responses are:

o What types of connectivity does your system support: Session-less RMI API connectivity

Current Testing Configuration
Company Narme: i - Tester: R
System Profile: RM| AP - Automated Trading Syslem 1.2 - TestSaite: RuI &R -
Test Suite Status:
SenderComp : e UHASSIGH Pre-Certification interview :  © Complate
Test Suite Status: In Progress
11 &P Online Hed

Steps of the test: RMI AP| Rejection Scenario - Session Less

This best could take up B seversl mnutes. Peass do nof cloge B window during e fest Cloaing window/stoppang test requires i rerun e fes! from stept

Purpose

Thi pusrpoae of B hest i 1o verify that, when the chent system Joes not s40d messapes in proper fonmat, the AP g ey this b et
Also, the chent aysiems: should be able it process B busness repct message.

Hote: Press the Start Test button to start or restart s Test. Please do nof press the Start Test START TEST
Burtion sgain i you are carrenily running this test,

[ Description Status
. Ower an R AP connecson, submit 3 Party Enslement Definition Reguestto prévent arder entry [Engure SI0 in he
message |5 same as the assigned SenderComp I0] -
2 Receive and process the Business Message Reject &
3 Submit a Party Entilerment Definition Request o prisend orded entry i
4 Receive and process the Pamy Entiterment Definition Reques! Acknowledgement o

Koy g not Besded i compleds pending i faled
REFRESH

EP To run a session-less rejection scenario test:
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Click START TEST to begin.
For the RMI API Session-Less Connectivity test, receive and submit the following messages:

1. Submit Party Entitlement Definition Request to prevent order entry

2. Receive Business Message Reject

3. Submit Party Entitlement Definition Request to prevent order entry

4. Receive Party Entitlements Definition Request Acknowledgement
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RMI API Order Mass Action Request
10. Order Mass Action Request

This test verifies that a client system allows a Clearing Member Firm (CMF) to submit instructions to cancel working orders,
including Good Till Cancel and Good Till Date order types at the Execution Firm, Account and Exchange levels.

This test is mandatory if the interview responses are:
e What types of connectivity does your system support: Session-based RMI API connectivity

e Does your system support order routing permissioning via the RMI API: Yes

Indeiryiew Test Suife -

Steps of the test: RMI APl Order Mass Action Request - Session Based

Thas tewt could take wd b sroarsl Snotes. Pt do oot close e window durng the Sest Coang winddwisloping besl miquies 1o fena the tesl Fom atepi
Purpose

Tha perpeis of D el & b varify ™l Clen? sywies wil alow CLIF by yulbml mstructens (o cancel woritng sedevs, inciudng Jood Til Cancel and Geod Tl
Diate arder tyoew B the Exscuton Fim, Accoust 6nd Exchasss kv

Description Slatus
. CQwer an Rl AP connection, submil a User Request - Logon message. [Ensure 310 in the message is same as he ®
assigned SenderComp D]
2 Recehw and process a User Response - Logon Confirmation message o
3 Subemit Order lass Action Request @
4 Recehe and process the Order Mass ACPon Repon o
4 Submil 3 Logout message "]
8 Receha and process a User Response - Logou! Confirmation message "]
Koy @ il fesied i complede perudng i faded

> To run an order mass action request test:

Click START TEST to begin.
For the RMI API Session-Based Connectivity test, submit and receive the following messages:

Submit User Request - Logon

Receive User Request - Logon Confirmation

Submit Order Mass Action Request

1
2
3
4. Receive Order Mass Action Report
5. Submit Logout

6

Receive User Request - Logout Confirmation

11. Order Mass Action Request (Session-less)

This test verifies that a client system allows a Clearing Member Firm (CMF) to submit instructions to cancel working orders,
including Good Till Cancel and Good Till Date order types at the Execution Firm, Account and Exchange levels.
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This test is mandatory if the interview responses are:

e What types of connectivity does your system support: Session-less RMI API connectivity

o Does your system support order routing permissioning via the RMI API: Yes

Imbervew Test Suite -

Steps of the test: RMI APl Order Mass Action Regquest - Session Less

This fest could 1ake up 10 several mnutes, Pease do nof ciose e window durng S test Cloang windew/sioppng test requires B rerun e fes! from stepl
Purpose

Tht purpoise 01 This best @ bo venty that Chent wysbem will alow CMF 10 sulbmi nstructons 10 cancsl working ordens. incsdng Good Tl Cancel and Good Tl
Dt cediar typs &1 e Exscution Firm, Account aad Exchangs ievels.

(D mcraplicn Ltatus
1 Submet Orcer Mass Acion Request ]
2 Recete and process e Order lass Adion Regort ]
Hawe & reol leided i comgleln parng i aled
REFRESH

!'I-‘* To run a sesssion-less order mass action request test:
Click START TEST to begin.
For the RMI API Session-Less Connectivity test, submit and receive the following messages:
1. Submit Order Mass Action Request

2. Receive Order Mass Action Report
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