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Disclaimer

Neither futures trading nor swaps trading are suitable for all investors, and each involves the risk of loss. Swaps trading should
only be undertaken by investors who are Eligible Contract Participants (ECPs) within the meaning of Section 1a(18) of the
Commodity Exchange Act. Futures and swaps each are leveraged investments and, because only a percentage of a contract’s
value is required to trade, it is possible to lose more than the amount of money deposited for either a futures or swaps
position. Therefore, traders should only use funds that they can afford to lose without affecting their lifestyles and only a
portion of those funds should be devoted to any one trade because traders cannot expect to profit on every trade. All
examples discussed are hypothetical situations, used for explanation purposes only, and should not be considered investment
advice or the results of actual market experience.

CME Group, the Globe Logo and CME are trademarks of Chicago Mercantile Exchange Inc. CBOT is a trademark of the Board of
Trade of the City of Chicago, Inc. NYMEX is a trademark of New York Mercantile Exchange, Inc. COMEX is a trademark of
Commodity Exchange, Inc. All other trademarks are the property of their respective owners.

The information within this manual has been compiled by CME Group for general purposes only. CME Group assumes no
responsibility for any errors or omissions. Additionally, all examples in this manual are hypothetical situations, used for
explanation purposes only, and should not be considered investment advice or the results of actual market experience. All
matters pertaining to rules and specifications herein are made subject to and are superseded by official CME, CBOT and
NYMEX rules. Current rules should be consulted in all cases concerning contract specifications.

Copyright © 2023 CME Group Inc. All rights reserved.
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AutoCert+ Drop Copy 4.0

Getting Started

The AutoCert+ tool is an automated testing tool for validating application functionality. It provides an easy-to-use web
interface for walking through CME Group certification scenarios.

To facilitate the process of connecting a customer application to CME Globex, CME Group provides a dedicated certification
environment to allow customers to test their systems before they complete certification.

The Drop Copy 4.0 service allows customers to receive real-time copies of CME Globex Execution Report and Acknowledgment
messages as they are sent over iLink order entry system sessions. Drop Copy aggregates iLink messages, enabling customers to
aggregate positions and monitor orders for sessions guaranteed by one or more clearing firms upon approval of the clearing
firms. Customers must:

e manage sequence streams from Convenience Gateway (CGW) iLink source sessions across all market segments.

e manage sequence streams from Market Segment Gateway (MSGW) iLink source sessions per unique market segment;
with the possibility of having the same sequence numbers from multiple market segments.

0 Note: The message body of all Drop Copy application messages is identical to the standard iLink session.

0 Note: This test suite uses "Dummy Contracts" or "Certification Dedicated Instruments" during the certification process.

0 Note: Tests that are only for Convenience Gateway (CGW) or Market Segment Gateway (MSGW) connections are
indicated in the topic titles of this Help system.

P> To runand navigate AutoCert+:
1. Log into the automated certification tool.

Review general AutoCert+ test suite navigation and general interview information.

2

3. Complete the Interview for this test suite.
4. Complete applicable test cases.

5

Complete the certification process from the Post Certification tab.
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https://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/Access.html#Logging
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/NavigatingCertificationTool.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/FillingOutInterview.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/CompletingCertificationProcess.html

AutoCert+ Drop Copy 4.0
Interview

The interview consists of a series of questions about your trading application. Based on your responses, certain tests are
required and others are optional. You must complete the pre-certification interview before running the test cases.

To complete the interview, select Yes or No to the question regarding whether or not your system supports Drop Copy
functionality.

In addition, you must determine the types of instruments (Options or Futures) and the types of products (Interest Rate, Energy,
Equity, FX, and/or Commodity) your system supports.

For the question, "Does your system support Futures or Options?" note the following:

If you select both Futures and Options, then future dummy contracts are used for all test cases (futures override
options).

o If you select Futures or both Futures and Options, all order types are available for selection.
o If you select only Options, then only Market Limit is available for the order type.

After answering the Interview questions, click the Complete button.

0 Note: The number of market segments and the instruments listed on each market segment is subject to change.

0 Note: For customers choosing to sequence messages from the MSGW source sessions:
e Each Drop Copy MSGW session has a unique IP address for each of the primary and backup MSGWs

e Each Drop Copy CGW session has one unique IP address for the primary and backup on the convenience gateway receiving
messages from all market segments.

O Mo (i No. ensune a proper process i in place o rotabe keys ahead of sxpiration times that kaed mid-week)
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What's New

The list below illustrates the updates made to the AutoCert+ Drop Copy 4.0 Help system.

Cowe | e e

22 Sep Beginning of week Logon Changes to test sequence.

2025

7 Oct Format Website and PDF format changes only.

2022

16 Mar Logon Process with Failover Updated screenshot, description and step 1.

2022

30 Apr Logon Process with Failover (CGW) Updated main screenshot. Removed second sentence and
2019 screenshot under step 3.

28 Jan Receive Message Stream (MSGW) Updated screenshot and steps.

2019

05 Apr Mid-Week Key Rotation (CGW) Added new topics.

2018 Mid-Week Key Rotation (MSGW)

16 Feb Receive Message Stream (CGW) Updated tests with steps for trade correction and cancellation.
2018 Receive Message Stream (MSGW)

25 Aug Logon Process with Failover (CGW) Added topic.

2015

Logon Process with Primary Target Session Removed topic.
Enforcement

07 May Logon Process with Primary Target Session Updated steps.
2015 Enforcement

Receive Message Stream (CGW)

Bi-Directional Resend Request Scenario

02 Mar All Initial release.
2015
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AutoCert+ Drop Copy 4.0

Session Management Tests

This section contains information on the session management tests.

Logon Message (CGW)

The purpose if this test is to verify that your system can appropriately handle timely connection at logon, implement a valid
logon heartbeat interval and then handle point of origin values on any Logon and ensuing acknowledgment message.

Irberview

o

Steps of the test: Dropcopy CGW Session Management Tests - Logon Message

This st could e up 10 SeverRl mnutes. Fiaase 30 not Cioge e wndow during the sl Closng wedow Sopong 1881 nedunid 03 nerun Ehe beEl
froen seept
Purpose

The purpose if ths test i to verify that clent system can appeopriabehy handie timety connection at Logon, implement walid logon hearkbeat
interval and enter handie poiet of otigin values on Sy l6gon and ensuing acknowledgement MESLEgE.

Mates Press the Start Test bution to start or restart a Test. Please do not press the Start Test m
button again if you are currently running this test
Description [ Frag [ status
1 Cver ihe Drop Copy client application. submil & Logon mesage o | et Tested
2 Recelve and process 8 Logon Confirmation messsge o | Mot Tested
3 Receive and prooess & Test Reguest menage | o | Mar Tesbed
4 Submil 8 Hesmbeat meisge & Mzt Tesbed
5 | Submit e Logout message o | Mot Tested
| a | Receive and process a Logout Confirmation mesage | @ | Mot Tested

Ky @ roct ipaded @ complels pesrucing iindec

P> To run a Logon Message (CGW) test:

1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

® N o v &~ w

Over a Drop Copy connection, submit a Logon (35=A) message.
Receive and process a Logon (35=A) message.

Receive and process a Test Request (35=1) message.

Submit a Heartbeat (35=0) message.

Submit a Logout (35=5) message.

Receive and process a Logout (35=5) message.

Logon Process with Failover

The purpose of this test is to verify that client system can support primary gateway enforcement. In the event of a Drop Copy
4.0 failover, upon logon to the new primary connection, client systems will experience a significant increase (currently set to
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http://www.cmegroup.com/confluence/display/EPICSANDBOX/Drop+Copy+Session+Layer+-+Logon
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Drop+Copy+Session+Layer+-+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731779/Drop+Copy+4.0+Logon+from+CME+Globex+to+Client+System
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Test+Request
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout
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4000) in sequence numbers (tag 34-MsgSegNum) sent from CME Globex to the Client System. CME Group recommends that
client systems request all missing messages.

For all Resend Requests, the client system can request no more than the maximum limit of 2500 messages. To recover any
missed in-flight messages beyond the 2500 message range, the client system must submit multiple Resend Request (tag 35-
MsgType=2) messages.

In response to the Resend Request from the client system, Drop Copy 4.0 will respond with a Gap Fill for all Administrative
messages and send tag 35-MsgType35=n with tag 43-PossDupFlag=Y for business messages.

Interview | Test Suite - Help

Steps of the test: Dropcopy C GW i Test - Logon Process with Failover

This test could take up to several minutes. Please do not close the window during the test. Closing window/stopping test requires to rerun the test from step1

Purpose

The purpose of this test is to verify that client system can support primary gateway enforcement. In the event of a Drop Copy 4.0 failover, upon logon to
the new primary connection, client systems will experience a significant increase (currently set to 4000) in sequence numbers (tag 34-MsgSeqNum) sent
from CME Globex to the Client System. CME Group recommends that client systems request all missing messages. For all Resend Requests, the client
system can request no more than the maximum limit of 2500 messages. To recover any missed in-flight messages beyond the 2500 message range, the
client system must submit multiple Resend Request (tag 35-MsgType=2) messages. In response to the Resend Request from the client system, Drop
Copy 4.0 will respond with a Gap Fill for all Administrative messages and send tag 35-MsgType35=n with tag 43-PossDupFlag=Y for business messages.

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button START TEST
again if you are currently running this test.

Test Not Running

Description Flag Status
1 Submit a Logon message to the primary Drop Copy connection. W | NotTested
2 Over the Drop Copy client application, submit a Logon message on the backup gateway W | NotTested
3 | Receive and process a Logon Confirmation message & | NotTested
4 Submit a Resend Request message(s) W | NotTested
5 | Receive a Gap Fill message(s) & | NotTested
6 Submit a Heartbeat message W | NotTested
7 Receive and process a Heartbeat message - Not Tested
8 Submit a Heartbeat message W | NotTested
9 Submit a Logout message W | NotTested
10 Receive and process a Logout Confirmation message W | NotTested

Key: & not tested @ complete . pending @ failed

| REFRESH |

B> To run a Logon Process with Failover (CGW) test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

Submit a Logon (35=A) message to the primary Drop Copy connection.

Over the Drop Copy client application, submit a Logon (35=A) message on the backup gateway.

Receive and process a Logon (35=A) message.
Submit a Resend Request (35=2) message(s).

Receive a Gap Fill (35=4,123-GapFillFlag=Y) message(s).

Submit a Heartbeat (35=0) message.

W L N eWw

Receive and process a Heartbeat message.

10. Submit a Heartbeat message.

11. Submit a Logout (35=5) message.
12. Receive and process a Logout (35=5) message.
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https://www.cmegroup.com/confluence/display/EPICSANDBOX/Drop+Copy+Session+Layer+-+Resend+Request
https://www.cmegroup.com/confluence/display/EPICSANDBOX/Session+Layer+-+Resend+Request#SessionLayerResendRequest-EnhancedResendRequest+GapFill
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862797/Drop+Copy+4.0+Application+Layer+Message+Specifications
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731779/Drop+Copy+4.0+Logon+from+CME+Globex+to+Client+System
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Resend+Request
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Sequence+Reset
http://www.cmegroup.com/confluence/display/EPICSANDBOX/Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout
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Logon with Market Segment ID (MSGW)

This test

verifies that your client system can leverage tag 57-TargetSublD on any Logon message to specify the market segment

(tag 1300-MarketSegmentID) from the Market Data Security Definition (35=d) message.

Irrte ey

Steps of the test: Dropcopy MSGW Session Management Tests - Logon Message

This lesd could take up in several misgbes. Plase do sol closs the window dering the test Chaing window/sinppang teat reguires to rerun the basl fmm atep!

P i piiiea

The purpose i this test & 10 verify that cient sysbem can keversge TargetSubiD on any kegon messape ta specily MarketSegment from the markes data
Sgcurty Definbion

Mate: Press the San Test bution to 3107 or restan 8 Test. Please do not press the Start Test | START TEST |
Baaticn agasn if you ang currently running this teat.

| De=cription [ Fisg | Status
'T| Ower e Drop Copy client applcation, subeni a Logon message Tor markel segment A | ) | Mot Tested
. 2 | Receive and process a Logon Confirnation message from market segment A | ) | Mot Tested
. 1 Receive and process a Test Request mesaage rom manoe! segment & [ & | Mot Tested
i Submil a Heanbeat message for market segment A | & | MotTested
1] Submil a Logoul message for markel Segment & | & | HotTesied
] Riceive and process a Logout Confimation message for markel segment 4, | & | WolTested

Ky ot fested @ oomplete | percing @ Taled

B> To run the Logon with Market Segment ID test:

1.
2.

© N o v & w

From the Contract drop-down, select the desired contract if the contract is not already locked.

Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

Over a Drop Copy connection, submit a Logon (35=A) message for market segment A.
Receive and process a Logon (35=A) message for market segment A.

Receive and process a Test Request (35=1) message for market segment A.

Submit a Heartbeat (35=0) message for market segment A.
Submit a Logout (35=5) message for market segment A.

Receive and process a Logout (35=5) message for market segment A.

Beginning of Week Logon

This test verifies that your system can log on to the CME Group system at the beginning of the week and maintain the correct
inbound and outbound sequence numbers (tag 34-MsgSeqNum).
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http://www.cmegroup.com/confluence/display/EPICSANDBOX/MDP+3.0+-+Security+Definition
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Ieterview Test Suite - Help

Steps of the test: Dropcopy CG len Manag Test - Beginning of week Logon

Thés test could take 1 10 Sewornl minutes. Please do not coss I window during e fost. Cosing window'sioppng st requnes 1 rorun i test from step1

Purpose
The Basgnnng of Vsl Logon test varas that your system can iogon 1o the CAHE Group syste al the begnning of T wik and mantan the comet
It e CUIDOLN SAGUIFCR FLITENE.

Py an a 0 nd make gure natrumant ks salected fyineg a test.
Descrigtion Flag Status
Submit a Logon (35=4) message using the proper sequence number (g 38-MagSequm) for beginning of
1 Mol Tessed
week logon
3 | Recelve and process 3 Logon Cenfirmation message & | Mol Tesed
3 Recehve and process 3 Test Request message o | NotTested
a Submit a Heartbeat message & | MotTesed
Key: t 1 @ cortgiet L]

(st rvsasts wil sxdtmatically roftussh for up 16 2 Frintes)

B> To run the Beginning of Week Logon test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

3. Submit a Logon (35=A) message using the proper sequence number (tag 34-MsgSeqNum) for beginning of week
logon.

4. Receive and process a Logon (35=A) confirmation message.
5. Receive and process a Test Request message.

6. Submit a Heartbeat (35=0) message.

Mid Week Logon

This test verifies that your system can connect to the CME Group system during the week and maintain the correct inbound
and outbound sequence numbers (tag 34-MsgSeqNum).
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It rvrw Tost Saite -

Steps of the test: Dropcopy CGWMSGW Session Management Test - Mid week Logon process

This tes! could 5Le LD 10 several mnubes. Mease do nol Ciose the window durng e tesl Cosng wndowSioppng 188! requres 1o rerus e tesl fom stap|

Purpose

Tra Lpaen Procaeil W Wiadh 18] vanfid Mal youl Qabe Can conngt 52 Te CME Group ayslem during the weel and mantlin the cormedt nbound angd
auibound sEqUEnCE numbeT

Haebe: Press the Start Test bution lo start or restart a Tesl. Please do nol press the Start Test m
Drion epen | you gfe Currently runming this test

e rapton Fisg Status
1 Owver thve Drop Copy ceent apphcation, submit a Logon message o | MotTested
2 Recede and process a Logoul Confirmation message o | Mol Tesied
] Submit a Logon message using e proper sequence number & | Mol Tested
4 | Receie and process a Logon Confirmation messape o | Moot Tesied
] | Receive and process 2 Test Request message o | Mol Tesied
& | Submil 3 Hearthe al messags o | Mot Tested
Koy @ nol bested i complals parang i raled

P To run the Mid Week Logon test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

Over a Drop Copy connection, submit a Logon (35=A) message.

Receive and process a Logout (35=5) message, including tag 789-NextMsgSeqNum.

Submit a Logon (35=A) message, including the correct sequence number (tag 34-MsgSeqNum)
Receive and process a Logon (35=A) message.

Receive and process a Test Request (35=1) message.

®» N n oA W

Submit a Heartbeat (35=0) message.

|V|Id Week Key Rotation (CGW)

This test verifies that the client system can properly logon to the CME system using the security enhancement functionality
with key rotation. You will need two valid keys to complete this test.
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Steps of the test: Drop Copy CGW - Mid-Week Key Rotation

This tesl ooukl ske up 10 seversl minutes. Plesse 0o nol cioss e windkew during the lest Ciosing windowsiopsng fesl reguires 13 rerun e tesl eom sep!
Purpose

Tiw purpocs of Bhis betd B3 verity el Bhe clent sysom can property 9pon 16 S CME sytbens using e securty erfarssert funcionaily wih ey
FeRan. You wil Mo e viki Kerys B0 Corplete Dhes leat

Bt agpadn i o s CUT e by daning This doel,

Description [Feg | stane
| 1 st @ iLink Coneclion, submi a Logon massegps . o | Mol Tesiea
T Flatdhel G proease & Logon Conlmaabon midaage T Mol Tested
3 Faceie and process 3 Tesl Regquest message . o | Mol Tesled
T Sulbmil 3 HEarhes mekiage T Mol Tested
g Surrdl 3 Legoud and procass & Legoul Confrmabon . o | Mol Tesled
T Gl @ Lagon meaepd uting & dfernt eel of SREum ki DRk oer han e ones used in siee 1 T| Mol Tasted
T Facaive and process a Logon Confmrabion message . a4 [HmTﬂlﬂl
T Facahe and procose & Tedl Regquedl miliage T| Mol Tested
] . Submil 3 Heartbeat message . a .[NMTHIHI

Koy @ nol tested i complele o peraing iiaked

> To complete the Mid-Week Key Rotation (CGW) test:
1. Select a Drop Copy CGW SenderComp from the drop-down and click ASSIGN if a SenderComp is not already assigned.

SenderComp : Selec] SenderComp Al ~sscs |

F PR 110 L S G
D5 100 LBe S0
U g
GV -LINE-COw

UM LR
D B0 1-ILINE-COW

bndrvire - CH 00 LS G i
UST IP-LINE-CGW

W1 B R RS W
Snch i SR Ol iy [l | Coniicaton Tesy
TR0 LS LG
001 2 L
T T ]
Lk MESONY - LEGe b ci- DEOiC oy LW Bl
LTSI I G
i Y T 1 AL NSO
i GO - MW | ot LR S0
TR IR
I MESONY - BREY 070048 i aes o =

ink SOV - Logon |

2. Click Start Test to begin.

0 Note: DO NOT select the "START TEST" button once the test is in progress.

3. Over an iLink connection, submit a Logon (35=A) message.

0 Note: Messages sent before the Logon Confirmation (35=A) message is sent will cause the test to fail.

4. Receive and process a Logon Confirmation (35=A) message.

5. Receive and process a Test Request (35=1) message.

6. Submit a Heartbeat (35=0) message.

0 Note:If Tag 112-TestReqID in the Heartbeat message is not identical to Tag 112-TestReqID in the Test Request
message, the issue must be resolved and you must restart the test.
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7. Submit a Logout (35=5) and process a Logout Confirmation (35=5).

8. Submit a Logon (35=A) message using a different set of secure key pairs other than the ones used in step 1.

9. Receive and process a Logon Confirmation (35=A) message.

0 Note: Client systems with Cancel on Disconnect (COD) or Mass Quote functionality enabled may send 1 Resend
Request (35=2) message to have any missed messages resent.

10. Receive and process a Test Request (35=1) message.

11. Submit a Heartbeat message.

Mid-Week Key Rotation (MSGW)

This test verifies that the client system can properly logon to the CME system using the security enhancement functionality
with key rotation. You will need two valid keys to complete this test.

el |

Steps of the test: Drop Copy M3GW - Mid-Week Hey Rotation

Tron bl cowdd L v B MR i Fadae 30 Sl ditie Ta weedte Sonng e el Diietg weedoe itooryg il reducr i teeet e el e les 1

Parposs

Trm portoss o8 T e 0 o ! Pa poeed 1 e peaoery e i P DUE § e vaen P senus B weiaeiwrae] Lesine s 3y wit iy
i Yoy e feed b vl Beyh B DoTOE T e

Micte Proas S Sinrk Taod bufion o niark or sewieri s Tesk Pisuss 8o nof preus B Sied Teak bution [ stamm TesT |
Bain f yow aw cusneniy renning e tee

| rten Flag [T
1| Cever i Lk C0nneObOn. SuleT B LOGOn message 10 tegment B9 Yot Tested

Recive b pioces & Lagon Corfrmuben mitiap
L! Elecavon arsd procews o Tesd Raquand maswsge

4| Sobmi 3 et mestae

sl & Logoul and precets 3 Lagoul Canfirmmaton

Suberid & Lisgén rriiage 1 segrmant 35 wing & Sfererd ssl of fsous kiy pin offier Buan B o uied 6
g i

Bletae el pAOCEES & Lofon COnfmmabon merags

L e e (e e .
g

B | Becove b proceid @ Test Roguind medasge tict Tealed
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> To complete the Mid-Week Key Rotation (MSGW) test:
1. Select a Drop Copy MSGW SenderComp from the drop-down and click ASSIGN if a SenderComp is not already

assigned.
SenderComp : Selecl SenderComp A A5 |
Pl 1198 0 °
LA Lo a s T
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DS BIILINK-COW
Inkeraire - D300 18 i
T AR T A
A AL )
S80S S DRI O AT
000 I G
0 N Y
L3 NSO

Il WESONY - Lot ciacionDeopCoircow

il SO - i

L NS ORY - MY v oro0 B sesoy -

2. Click Start Test to begin.
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0 Note: DO NOT select the "START TEST" button once the test is in progress.

3. Over an iLink connection, submit a Logon (35=A) message with security enhancement to segment 99.

0 Note: Messages sent before the Logon Confirmation (35=A) message is sent will cause the test to fail.

4. Receive and process a Logon Confirmation (35=A) message.

5. Receive and process a Test Request (35=1) message.

6. Submit a Heartbeat (35=0) message.

0 Note:If Tag 112-TestReqID in the Heartbeat message is not identical to Tag 112-TestReqID in the Test Request
message, the issue must be resolved and you must restart the test.

7. Submit a Logout (35=5) and process a Logout Confirmation (35=5).

8. Submit a Logon (35=A) message to segment 99 using a different set of secure key pairs other than the ones used in
step 1.

9. Receive and process a Logon Confirmation (35=A) message.

o Note: Client systems with Cancel on Disconnect (COD) or Mass Quote functionality enabled may send 1 Resend
Request (35=2) message to have any missed messages resent.

10. Receive and process a Test Request (35=1) message.

11. Submit a Heartbeat message.
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Receive Message Stream Tests

This section contains information on the tests for receiving message streams.

Receive Message Stream (CGW)

This test verifies that your system can receive and unpack encapsulated XML non-FIX (35=n) messages over a Drop Copy
CGW connection.

Steps of the test: Dropcopy CGW Sequencing Test - Receive Message Stream (No Resend)

Thiz test could take up to several minutes. Please do not close the window during the test Closing windowfstopping test requires to rerun the test from stept .

Purpose

The purpose of the test is to verify your system can receive and process encapsulated messages.

Selected Contract: 1GLBUS,1GLEYS16LBUS-1GLEVE - 645 L0

Category IP Port
Incremental Feed A 2240258126 11646
Incremental Feed B 224.0.251M 11746
Snapshot MBP 224025127 19646
Snapshot MBO 224.0.25.254 20646
Instrument Replay 224.028126 16646
Hote: Press the Start Test button to start or restart a Test. Please do not press the Start Test

button again if you are currently running this test.

Description Flag Status
1 Receive and verify encapsulated new order execution repart o | MotTested
2 Receive and verify encapsulated partial fill execution report W | MotTested
3 Receive and verify encapsulated trade correction execution report o | MotTested
4 Receive and Process encapsulated trade cancelation execution report o | MotTested

Kew: not tested @ complete pending @ failed
| REFRESH |
P> To run the Receive Message Stream (CGW) test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

3. Verify that your system received the encapsulated (35=n) message with an Execution Report - Order Creation.

Enter the following tag values:
e tag 44-Price
e tag 38-OrderQty

Receive and verify encapsulated new order execution report
Instrument: 1GLBUS SecuritylD: 993291

1 Price | |
Orderiy | |

] Pending

4. Verify that your system received the encapsulated (35=n) message with an Execution Report - Partial Fill.

Enter the following tag values:
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o tag 44-Price
e tag 151-LeavesQty

Receive and verify encapsulated partial fill execution report

Price | |

2 Pendi
Leavesty | | - Fheng

5. Enter the tag 31-LastPx value to verify that your system received the encapsulated (35=n) message with an Execution
Report - Trade Correction.

Receive and verify encapsulated trade correction execution report

3 LastPy: |

& Fending

6. Select Yes or No to indicate whether or not your system processed the encapsulated (35=n) message with an Exe-
cution Report - Trade Cancellation.

Example of Encapsulated Message: (Multiple Messages)

The FIX payload is shown in bold below.

8=FIX.4.2|9=377|35=n|34=9152031|49=CMEGROUP|52=20130515-08:56:24.791 | 56=AT13301 | 212=300|
213=<RTRF>8=FIX.4.2|9=264|35=G | 34=4574256 | 369=4574258 | 49=5CS852N | 50=852 |
52=20130515-06:00:04.128 | 56=CME | 57=G | 142=US,IL| 1=TEST_TORNADO | 11=5CSq4g1k8|21=1|37=991525447 |
38=99|40=2|41=5CSq4ft04|44=80| 54=1| 55=0K | 60=20130515-06:00:04.128 | 107=KRWM3 P0945|
167=0PT|204=0| 1028=N | 9702=4|9717=5CSq4fkec|10=151|</RTRF>|10=031|
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Receive Message Stream (MSGW)

The purpose of this test is to verify that your system can receive and process Execution Reports with a non-unique SessionID
and similar message sequence numbers (i.e., same SessionID and MsgSeqNum for 2 different market segments).
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'0' Note: For this test, the source session sequence numbers will be reset to 1. Systems are expected to be logged in to
both market segments concurrently to gather Execution Reports.

Interview

Testsuiie | Help

Steps of the test: Dropcopy MSGW Sequencing Test - Receive Message Stream (No Resend)

This test could take up to several minutes, Fease do not close the window during the test Closing windowistopping fest requires fo rerun the test from stegt.

Purpose

The purpose of this test is to varify that tha client system can recaive and process execution reports with non-uniqua SessioniD and similar message
seqguence numbers (i.e. same Session'D and MsgSeghum for 2 different market segments). Please note for this test the source session sequence

numizers will be reset to one. Systems are sxpecied to be logged in to both Market Segments cancurmently to gather sxscution reperts

Selected Contract: 1HEGD.1Zwno 241 LTSS

Category P Port
Incremental Feed A for Segment 99 2331558126 17941
Incremental Feed B for Segment 99 22402539 18941
Snapshet MBP for Segment 99 233158381286 19941
Snapshot MBO for Segment 99 22402561 21941
Instrument Replay for Segment 99 233.158.8.128 16941
Incremental Feed A for Segment 70 2331558126 17965
Incremental Feed B for Segment 70 233.1588.128 18965
Snapshot MEP for Segment 70 233.158.8.126 19865
Snapshot MBO for Segment 70 2240255 21965
Instrument Replay for Segment 70 233.158.8.128 16965
Category Link
Templates File: templates FixBinary.xml
Configuration File: config_xml
Mote: Press the Start Test button to start or restart a Test. Please do not press the Start Test button m
again if you are currently running this test.
Description Flag Status
1 Sequence numbers have been reset to simulate the beginning of the week. Successfully login to segment 99. Mot Tested
Also logon to either segment 70 {If fufures contracts are selected) OR segment 60 (for opfions confracts). o ot Teste
2 Receive encapsulated message from market segment 39 ] Mot Tested
Receive an encapsulated message from market segment 70 (for futures confracts) OR market segment &0 (for
3 - . & | Mot Tested
options confracts)
4 Receive an encapsulated frade correction execution report from the same market segment as step 3 ] Mot Tested
5 Receive an encapsulated frade cancelation execution report from the same market segment as steps 3 and 4 7 Mot Tested
[ Receive encapsulated message from market segment 89 & | MotTested
7 Receive p trade correction 1 report from market segment 99 o Mot Tested
E:| Receive encapsulated trade cancelation execution report from market segment 99 & Mot Tested
] Confirm your system successfully processed all segment messages with concurrent connections o | Mot Tested
Key: o not tested @ complete | perding @ faled
REFRESH

P> To run the Receive Message Stream (MSGW) test:

1.
2.

From the Contract drop-down, select the desired contract if the contract is not already locked.
Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

Log in to market segment 99. Also log in to market segment 70 (for futures contracts) OR segment 60 (for options con-
tracts).

Receive an encapsulated (35=n) message from market segment 99.

Receive an encapsulated message from market Segment 70 (for futures contracts) OR market segment 60 (for options
contracts).

Receive an encapsulated Execution Report - Trade Correction from the same market segment as step 3.

Receive an encapsulated Execution Report - Trade Cancellation from the same market segment as steps 3 and 4.
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8. Receive an encapsulated (35=n) message from market segment 99.
9. Receive an encapsulated Execution Report - Trade Correction from market segment 99.
10. Receive an encapsulated Execution Report - Trade Cancellation from market segment 99.

11. Confirm that your system successfully processed all segment messages with concurrent connections

Example of Encapsulated Message: (Multiple Messages)

The FIX payload is shown in bold below.

8=FIX.4.2|9=377|35=n|34=9152031|49=CMEGROUP|52=20130515-08:56:24.791 | 56=AT13301 | 212=300|
213=<RTRF>8=FIX.4.2|9=264|35=G | 34=4574256 | 369=4574258 | 49=5CS852N | 50=852 |
52=20130515-06:00:04.128 | 56=CME | 57=G | 142=US,IL| 1=TEST_TORNADO | 11=5CSq4g1k8|21=1|37=991525447 |
38=99|40=2 | 41=5CSq4ft04|44=80| 54=1| 55=0K | 60=20130515-06:00:04.128 | 107=KRWM3 P0945|
167=0PT|204=0| 1028=N | 9702=4|9717=5CSq4fkec|10=151|</RTRF>|10=031|
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Sequencing Tests

This section contains information on the sequencing tests.

Respond to Resend Request

This test verifies that your system can respond to a Resend Request by gap fill.

PE—

Steps of the test: Dropcopy COWMSGW Sequencing Tests - Respond to Resend Request

AutoCert+ Drop Copy 4.0

This test could take up 1o seversl mnules. Plesse 80 nol Close the window dunng the test Ciosng window/siDp0ing st negeires 1o renan Mie bea? from stepl

Purpose
The purposs of this best & 1o verify thel fhe cient system can respond 1o 8 Resend Regues! by gae Tl

Heiw: Press the Stari Test bution to start or restart a Test. Please do not preas the Start Test m

button again if you are currently ranning this tesl,

| Deserigtion Fiag | Swtus
| 1 (Ower & drop copy connecion, submit 3 Heartbeat o | Mot Tested
| 2 Receve and process a Resend Request message | & | ot Tested
3 Submit Sequence Reset | Gap Fill message o | Mot Tesbed
4 Submil 3 Hearibeal message o | Mol Tesed
5 Reces and process 3 Heartbeat message o | NolTested
& Subsmil 3 Hearieal message o | MotTested
Emys § rof festenl i complete pondrg iitaied

P> To run the Respond to Resend Request test:

1.
2.

© N o kW

From the Contract drop-down, select the desired contract if the contract is not already locked.

Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

Over a Drop Copy connection, submit a Heartbeat (35=0) message.

Receive and process a Resend Request (35=2) message.

Submit a Sequence Reset - Gap Fill (35=2, 123-GapFillFlag=Y) message.

Submit a Heartbeat (35=0) message.
Receive and process a Heartbeat (35=0) message.

Submit a Heartbeat (35=0) message.

Bi-Directional Resend Request Scenario

This test verifies that your system can receive out-of-sequence messages across multiple session connections during a Resend
Response without triggering another Resend Request.
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Irrbe o i v Test Suite -

Steps of the test Dropcopy CGWMSGW Sequencing Tests -Bi-Directional Resend Request Scenario

This et oould tuke up bo several msies. Pease do not close e w ndow durng e teat Cosing w mdow /stopping st requires. i rerum the test fromsiep.

Purpase

The purpose of the best = o verify hat the oiient systemoan recerve out of-sequence messages acmas muitiple season connectons during a Resend
REspon 58w (N oul Digge B g anaher Repend RBUEs!

De s cripticn Fag Status
1 Ower @ drop copyconnection, submit @ Heartbaat . Com plata
2  Recehs and pocsss 8 Hearbeat mess age @ compet
3 Ower @ drop copy conneciion, s ubmit e Hesrtbaat . Com plete
Fecaive and proces s @n Exscution Report - Confrmation/scnow e dgement mes s ages and detect
* | ey @ compes
g Submit B Fes end Regues  mes s age . Com plete
B Recaive and proces s an Execution Report - Confirmation(dcnow le dgemaent mess ages . Complete
7 Receie and process o Resend Regues tmessage . Com plete
B Submit s Sequenoe Res et - Gap fill mes s sge . Com plets
] Submit o Hearbeai mess age . Com plelke
10 Receive and process a Heartbeat mes s age . Com plele
11 Submit s Hearbeat mess age . Com pkls

Ky not fesbed i complels pending i teled
P> To run the Bi-Directional Resend Request Scenario test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

Over a Drop Copy connection, submit a Heartbeat (35=0) message.

Receive and process a Heartbeat (35=0) message.

Over a Drop Copy connection, submit a Heartbeat (35=0) message.

o v W

Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message
and detect a sequence gap.

7. Submit a Resend Request (35=2) message.

0 Note: Use enhanced resend logic, NOT basic resend logic.

0 Note: Send only one Resend Request (35=2) message.

8. Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message.
9. Receive and process a Resend Request (35=2) message.

10. Submit a Sequence Reset - Gap Fill (35=4, 123-GapFillFlag=Y) message.
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11. Submit a Heartbeat (35=0) message.
12. Receive and process a Heartbeat (35=0) message.

13. Submit a Heartbeat (35=0) message.

Process Real-Time Messages During a Resend Response

This test verifies that your system can receive out-of-sequence messages during a Resend Response without triggering
another Resend Request.

Steps of the test: Dropcopy CGWMSGW Sequencing Tests - Process real-time messages during a
Resend Response from CME Globex
This test could fake up fo s=veral mnutes. Piease o not close the window durng the fest Ciosing window/siopping fest requires ko rerun the fest from sbepd.

Purposs

Tha purpese of tis best b o verify tat the chenl Sysoem can receive sul-of-segquencs messages during o Resend Reaponse wihoul riggeriag another
Resbnd ABguest

Salected Combract : CESZ4 0ESHSDEEZLOESHS - 628 m

Catagery P Par
Incremantal Faed A Z24.0.25.101 11825
Incremental Feed B 224025101 1725
Snapshok 224025127 19635
Instrument Replay 224.0.25127 16625
Hete: Press the Sar Test button 1o SIarT or restan a Test Please do not press the Star Test m

Budton sgain il you are currently nanning this test,

| Descrgption Flag | Stalus
F Submit a Heartoeat message & | Hat Tested
IT Recahe and process an heanbeat message and debaod s equence gap & | Hat Tested
| 3 . Submit 3 Resend Request message | ¥ | ot Tested
P Recehe real-lime inlerleaved messages with resend responses and process an Execulion Repodt - Mot Testad
Corlinmatisniscinsats dgement e
5 Submil a Heambeal message & | NotTestad
[ Receive and process a Heatheal message & | MotTested
7 Submit a Heartbeal message o Mot Tested

Ky g notlested @ conplets | pencing @ faled

P> To run the Process Real-Time Messages During a Resend Response test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

3. Over a Drop Copy connection, submit a Heartbeat (35=0) message.

4. Receive and process a Heartbeat (35=0) message and detect a sequence gap..

5. Submit a Resend Request (35=2) message.
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6. Receive real-time interleaved messages with resend responses and process an Execution Report - Order Creation
[35=8, 39-OrdStatus=0 (New Order Ack)] message.

7. Submit a Heartbeat (35=0) message.
8. Receive and process a Heartbeat (35=0) message.

9. Submit a Heartbeat (35=0) message.
Process Sequence Streams Based on Session and Market
Segment (MSGW)

This test verifies that your system can receive and process Execution Reports with a non-unique SessionID and the same
message sequence numbers (i.e., same SessionID and MsgSegNum for 2 different market segments).

0 Note:The source session sequence numbers will be reset to 1.

nde rview Test Suwie -

Steps of the test: Dropcopy MSGW Sequencing Test - Process sequence streams based on session
and market segment.

This tesd could take up 1o seversl mnules. Please do not Close the window durng the test Ciosng windo wisioppng test requires o rerun the test tom siep!
Purpose
Tha purposa of this test @ 10 vacdy thal Ma clent sysbem S8 retesve And process Eneculinn feports Wil sof-wigue Sessonll and samiar Teasage

sequence numbers (Le. same SessioniD and MagSeqhium for 3 2 different markel segmenis ). Pease nole for Shis besl e Source SES0n Sequance
niambers will e reast o ong

Selecied Contract: 3CLMS 3CLIS 3cLws-3CLus - 543 I
Selected Second Confract: 1B8Z4 1BERS, 1BEZL 186N - 843 IR

Category 13 Port
Incemenial Feed A 224025101 11643
Incramental Feed 8 224025101 11743
Snapshal 224.0.25 12T 19643
Insirument Replay 224 025127 18843
Hate: Precs the $1art Tes! bation 1o giart or resisn & Teol Please do ol prese ke Siar Test m

bution agam i you are currenily ranneng thes fesi.

Descnphan Flag [ FTHEY
Receive and process an Execulion Report - Confirmationidcknowl sdgement message from marost
1 P o | Mol Testsa

Recobes and process an Execution Repor - Confirmationid,cnod edge menl message rom manoe

s2gment B & Hat Tesied

Wiy @ Nl lesled i complels peerding i faied

P To run the Process Sequence Streams Based on Session and Market Segment (MSGW) test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

3. Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message
from market segment A.
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4. Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message from mar-
ket segment B.
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Receive Encapsulated Message from
Simulated Order Mass Action Messages

This test verifies that your system can successfully receive an Order Mass Action Report [35=BZ, 1375-
MassActionResponse=1 (Accepted)] message.

Intsarvisn Test Suite - Post Cenification

Steps of the test: Drop Copy Simulated Order Mass Action Messages
This tesd could take up o seversd minules Flease do not close the window during the tes I:bll'lg windowisiopping test requines 1o renun the Test from step

Purpose
The Purposs of this best i lﬁ'l'!l"ib' that customer appcabion can SI.IE\:CH’I."' recedns Order Wass Action Report(35=8Z) from Mass Order Cancel h’:.l'
MarketSagmantD

Seleciad Conltract: P5AZ326aU326aZ3-264u3-703 T

Category P Part
Incremental Feed A FA_ID_1 3
Incremental Feed B IFE_ID_1 5
Snapshaot SPT_ID_1 ar
Instrument Replay IRP_ID_1 ]
Note: Press the Start Test bution to start or restar a Test. Please do not press the Start Test

button again if you are currently running this test,

. Description . Flag [ status
1 Recaive and process a simulaled Order Mass Adion Repor Acoepled o Mol Tesied
2 Recaive and process a simulaled Order Mass Adion Repod Accepled (no orders cancellad) ] Mol Tasled

Heyr @ not tesfed @@ oomplete o pencing iisded
REFRESH

P> To run a Receive Encapsulated Message from Simulated Order Mass Action Messages test:
1. From the Contract drop-down, select the desired contract if the contract is not already locked.

2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

3. Enter the following tag values to verify that your system received the Order Mass Action Report (Accepted) message:
e tag 1300-MarketSegmentID
e tag 1374-MassActionScope
e tag 1375-MassActionResponse
o tag 533-TotalAffectedOrders
o tag 534-NoAffectedOrders
e tag 41-OrigClOrdID
o tag 84-CxlQty
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o tag 535-AffectedOrderID
e tag 893-LastFragment

4. Enter the following tag values to verify that your system received the Order Mass Action Report (Accepted, no orders
cancelled) message:

o tag 1300-MarketSegmentID

e tag 1374-MassActionScope

e tag 1375-MassActionResponse
o tag 533-TotalAffectedOrders
e tag 893-LastFragment
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