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Disclaimer

Neither futures trading nor swaps trading are suitable for all investors, and each involves the risk of loss. Swaps trading should
only be undertaken by investors who are Eligible Contract Participants (ECPs) within the meaning of Section 1a(18) of the
Commodity Exchange Act. Futures and swaps each are leveraged investments and, because only a percentage of a contract’s
value is required to trade, it is possible to lose more than the amount of money deposited for either a futures or swaps
position. Therefore, traders should only use funds that they can afford to lose without affecting their lifestyles and only a
portion of those funds should be devoted to any one trade because traders cannot expect to profit on every trade. All
examples discussed are hypothetical situations, used for explanation purposes only, and should not be considered investment
advice or the results of actual market experience.

CME Group, the Globe Logo and CME are trademarks of Chicago Mercantile Exchange Inc. CBOT is a trademark of the Board of
Trade of the City of Chicago, Inc. NYMEX is a trademark of New York Mercantile Exchange, Inc. COMEX is a trademark of
Commodity Exchange, Inc. All other trademarks are the property of their respective owners.

The information within this manual has been compiled by CME Group for general purposes only. CME Group assumes no
responsibility for any errors or omissions. Additionally, all examples in this manual are hypothetical situations, used for
explanation purposes only, and should not be considered investment advice or the results of actual market experience. All
matters pertaining to rules and specifications herein are made subject to and are superseded by official CME, CBOT and
NYMEX rules. Current rules should be consulted in all cases concerning contract specifications.

Copyright © 2023 CME Group Inc. All rights reserved.
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AutoCert+ EBS Risk Management API

Getting Started

The AutoCert+ tool is an automated testing tool for validating application functionality. It provides an easy-to-use web
interface for walking through CME Group certification scenarios.

To facilitate the process of connecting a customer application, CME Group provides a dedicated certification environment to
allow customers to test their systems before they complete certification.

This Help system accompanies the AutoCert+ EBS Risk Management API test suite.

EBS Risk Management API

EBS Risk Management API provides API access to EBS risk administrators through simple API calls to retrieve lists of entity
groups, retrieve and set credit limits and kill or unkill trading.

EBS Risk Management APl is a JSON (JavaScript Object Notation) Representation State Transfer (REST) APl which provides REST
endpoints (URLs) representing the HTTP methods GET request to retrieve records, and the POST request to create new
records. EBS Risk Management API risk authenticates risk administrators using OAuth 2.0 protocol.

EBS risk administrators can use the EBS Risk Management API or User Interface(Ul) to manage risk.

See also: EBS Risk Management API - Features and Functions client impact assessment.

Run and Navigate AutoCert+

E} To run and navigate AutoCert+:

1. Log into the automated certification tool.

2. Review general AutoCert+ test suite navigation and general interview information.

3. Navigate to the AutoCert+ EBS Risk Management API test suite.

Interview Test Suite - Help

Steps of the test: GET - Grantor Groups

This test could take up to several minutes. Please do not close the window during the test. Closing window/stopping test requires fo rerun the test from step1.

Purpose
The purpose of this test is to verify that the client system can retrieve the Grantor Groups they are permissioned for.

Category Value
GET Grantor Groups APl URL -
Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test bution START TEST

again if you are currently running this test.

Test Not Running

Degcription Flag Status
1 Submit a GET call to request a list of Grantor Groups your APl has entitlements to. - Not Tested
2 Validate the Grantor Group 1D. 4 Mot Tested

Key: | not tested @ complete pending @ failed

a. Select a Company Name.
b. For Market, select EBS.
c. For Purpose, select EBS Risk Management API
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https://www.cmegroup.com/confluence/display/EPICSANDBOX/EBS+Risk+Management+API++-+Features+and+Functions
https://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/Access.html#Logging
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/NavigatingCertificationTool.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/FillingOutInterview.html

AutoCert+ EBS Risk Management API

d. Select an Application System.
e. For Test Suite, select EBS Risk Management API.
4. Select an API ID / SenderComp then select ASSIGN API ID.

AutoCert + x

Please Enter OAUTH Token

2

Assign APIID Cancel

5. Validate access to assign the API ID by entering an OAUTH Token.
6. Select Assign API ID.

Tester: Tom Tester
Company Name:
Market: EBS v
Purpose: EBS Risk APl ~
Application System: ‘EBS_TEBI ~ ‘
Test Suite: EBS Risk API v
APIID: API_ACP_EBS m
Auth Token:
g
o Note: The Auth Token must be refreshed every 30 minutes.

6. Complete the Interview for this test suite.

7. Complete applicable test cases.

8. Complete the certification process from the Post Certification tab.
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AutoCert+ EBS Risk Management API

What's New

The list below illustrates the updates made to the AutoCert+ EBS Risk Management API Help system.

I T S

October 20, 2022 Website and PDF Format changes only.
June 3, 2022 Updated Interview questions.
October 6, 2021 Initial release.
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AutoCert+ EBS Risk Management API

Interview

The interview consists of a series of questions about your trading application. Based on your responses, certain tests are
required and others are optional. You must complete the pre-certification interview before running the test cases.

'5' To complete the interview:

Answer each question and select "Complete" when finished.

Available Test Suites / Cases are determined by the selected participant type and responses to interview questions; for grantor
/ grantee groups, limits, prime customers, firm status.

Interview: Participant Type - Bilateral

- Test Suite Test Case Post Certification Help

] Bilateral
O Prime
O Both Bilateral and Prime

Yes

(O] Yes
O No
~ Willyour system support GET method for Grantee-groups ? |
- Yes
) No
- Willyour system support GET method for Limits 7 |
- Yes
9] No
®  Yes
] No
Complete

Interview: Participant Type - Prime / Bilateral and Prime
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AutoCert+ EBS Risk Management API

- Test Suite Test Case Post Certification Help

O Eilataral
O Prime
(] Both Bilateral and Prime
Yes
] Yes
O Ne
- Willyour system support GET method for Grantee-groups 7 |
®  Yes
] No
| Willyour system support GET method for Limits 7 |
1) Yes
O Mo
 Willyour system support POST method for Limits ? |
) Yes
2 Mo
- Will your system support GET method for Prime Customers ? |
®  Yes
O No
| Willyour system support GET method for FimSwws 2 |
] Yes
O Mo
~ Willyour system support POST method for FirmStatus (Kill and Un-Kill) 7 |
] Yes
2 No

- 8 - User Manual



AutoCert+ EBS Risk Management API

Certification Tests

The following topics contain information on the AutoCert+ EBS Risk Management API certification tests.

Available Test Suites / Cases are determined by the selected participant type and responses to interview questions; for grantor
/ grantee groups, limits, prime customers, firm status.

APIID: - | UNASSIGH |
- -
Auth Token: Pre-Certification Interview: ﬂ'ﬂnmplﬂe
& Test Suite Status: O Not Tested
Refresh Auth Token
Interview - Test Case 5 tificat Help
EBS Risk Management AP1 Certification Tests Retest Flag Status Mandatory 'Optional
T- Ith o Mot Testad Mandatory
GET - Grantor Groups &  NotTested Mandatory
GET - Grantes Gioups o Mot Testad Mandatory
GET and POST - Limits > Mot Tested Mandalory
T - List Prim mer o Mot Tested Mandatary
GET and POST - Updata Firm Stalus o Not Testad Mandatary
| REFRESH | Kew: & not tected @ complete pending @ faled

e GET - Health Check

e GET - Grantor Groups

e GET - Grantee Groups
e GET - Limits
e POST - Limits

e GET - List Prime Customers
e GET - Firm Status
e POST - Update Firm Status

GET - Health Check

The purpose of this test is to ensure proper health checks can be sent and received.

o Note: See the Get Health Status message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.
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AutoCert+ EBS Risk Management API

o Note: The Auth Token must be refreshed every 30 minutes.

This

No

Interview Test Suite - Help

Steps of the test: GET - Health Check

Purpose
The purpose of this fest is to ensure proper health checks can be sent and received

again if you are currently running this test.

test could fake up fo several minutes. Flease do not close the window during the test. Closing window/stopping test requires to rerun the test from step1.

Category Value
GET Health Status API URL - - - - - —
te: Press the Start Test button to start or restart a Test. Please do not press the Start Test button START TEST

Test Not Running

Description Flag Status
1 Submit a GET call fo reguest the AP health status. o | MNetTested
2 Validate the health status returned. & | NotTested

Key: not tested @ complete pending @ feiled

[:} To run a GET - Health Check test:

1. From the Test Suite tab, select GET - Health Check, then select START TEST.

2. Submit a GET call to request the API health status.

3. Validate the health status returned.
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AutoCert+ EBS Risk Management API

GET - Grantor Groups

The purpose of this verify that the client system can retrieve the Grantor Groups they are permissioned for.

o Note: See the List Grantor Groups message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.

o Note: The Auth Token must be refreshed every 30 minutes.

Interview Test Suite - Help

Steps of the test: GET - Grantor Groups

This test could fake up to several minutes. Please do not close the window during the test. Closing window/stopping test requires to rerun the test from step1
Purpose

The purpose of this test is to verify that the client system can retrieve the Grantor Groups they are permissioned for.

Category Value
GET Grantor Groups APl URL - -
Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test butten START TEST
again if you are currently running this test.

Test Not Running

Description Flag Status

1 Submit a GET call to request a list of Grantor Groups your APl has entitlements to. & Mot Tested

2 Validate the Grantor Group |D.

o | MotTested

Key: o not tested @ complete pending @ failad

D‘" GET - Grantor Groups test:

1. From the Test Suite tab, select GET - Grantor Groups, then select START TEST.
2. Submit a GET call to request a list of Grantor Groups your API has entitlements to.

3. Validate the Grantor Group ID.
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AutoCert+ EBS Risk Management API

GET - Grantee Groups

The purpose of this verify that the client system can retrieve the Grantee Groups they are permissioned for.

0 Note: See the List Grantee Groups message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.

o Note: The Auth Token must be refreshed every 30 minutes.

Interview Test Suite - Help

Steps of the test: GET - Grantee Groups

This test could take up to several minutes. Please do not close the window during the test. Closing window/stopping test requires to rerun the test from step1.
Purpose

The purpose of this test is to verify that the client system can retrieve the Grantee Groups they are permissioned for.

Category Value
GET Grantor Groups APl URL . - -
GET Grantee Groups APl URL - - - - -—

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button START TEST
again if you are currently running this test.

Test Not Running

Description Flag Status
1 Submit a GET call to reguest a list of Granter Groups your API has entitlements to. ") Nof Tested
2 Validate the Grantor Group |D. W | NetTested
3 Submit a GET call to request a list of Grantee Groups your Grantor Group has entitiements to & | NotTested
4 Validate the first Grantee Group ID returned. o | NotTested

Key: | nct tested @ complete pending @ failed

D’ GET - Grantee Groups test:

1. From the Test Suite tab, select GET - Grantee Groups, then select START TEST.
2. Submit a GET call to request a list of Grantor Groups your API has entitlements to.

3. Validate the Grantor Group ID.

o Note: For additional details on Grantor Group tests (for steps 1-3), refer to GET - Grantor Groups.

3. Submit a GET call to request a list of Grantee Groups your Grantor Group has entitlements to.

4. Validate the first Grantee Group ID returned.
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AutoCert+ EBS Risk Management API

GET - Grantee Limits

The purpose of this verify that the client system can retrieve and set the limits for a grantee group for which they are
permissioned.

o Note: See the List Grantee Group Limits message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.

o Note: The Auth Token must be refreshed every 30 minutes.

Interview Test Suite - Help
Steps of the test: GET - Limits

This test could take up to several minutes. Please do not close the window during the test. Closing window/stopping test requires to rerun the test from step1

Purpose

The purpose of this test is to verify that the client system can retrieve and set the limits for a grantee group they are permissioned for.

Category Value
GET Grantor Groups APl URL - -
GET Granftee Groups APl URL - - - - -—
GET Limits APl URL - - e - &

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button
again if you are currently running this test.

Test Not Running

Description Flag Status
1 Submit a GET call to request a list of Grantor Groups your API has entitlements to ) Mot Tesied
2 Validate the Grantor Group 1D. o | NotTested
3 Submit a GET call to request a list of Grantee Groups your Grantor Group has entitliements to. ") Mot Tested
4 Validate the first Grantee Group ID returned. o | NotTested
5 Uzing the first Grantee Group retrieved from Step 4, submit 3 GET call to reguest the limits. o Not Tesled
& Validate the Daily Adjusted Value on the SPOT limit returned. o Not Tesled

Key: not testec! @ complete pending @ failed

D’ To run a GET - Limits test:

1. From the Test Suite tab, select GET - Grantee Limits, then select START TEST.
2. Submit a GET call to request a list of Grantor Groups your API has entitlements to.

3. Validate the Grantor Group ID returned.

o Note: For additional details on Grantor Group tests (for steps 1-2), refer to GET - Grantor Groups.

4. Submit a GET call to request a list of Grantee Groups your Grantor Group has entitlements to.

5. Validate the first Grantee Group ID returned.

o Note: For additional details on Grantee Group tests (for steps 3-4), refer to GET - Grantee Groups.

6. Using the first Grantee Group retrieved from Step 4, submit a GET call to request the limits.

7. Validate the Daily Adjusted Value (DAV) on the SPOT limit returned.
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AutoCert+ EBS Risk Management API

POST - Limits

The purpose of this verify that the client system can retrieve and set the limits for a grantee group they are permissioned for.

o Note: See the Update Grantee Group Limits message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.

o Note: The Auth Token must be refreshed every 30 minutes.

Interview Test Suite - Help

Steps of the test: GET and POST - Limits

This test could take up to several minutes. Please do not close the window during the test. Closing window/stopping test requires to rerun the test from step1.

Purpose

The purpose of this test is fo verify that the client system can retrieve and set the limits for a grantee group they are permissioned for.

Category Value
GET Grantor Groups APl URL . - - i
GET Grantee Groups APl URL - - - - -—
GET Limits API URL b~ - - o m
POST Limits APl URL - - -
Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button

again if you are currently running this test.

Test Not Running

Description Flag Status
1 Submit a GET call to reguest a list of Granter Groups your APl has entitlements fo. > Mot Tested
2 Validate the Grantor Group ID. & | NotTested
3 Submit a GET call to request a list of Grantee Groups your Grantor Group has enfitlements to. & | NotTested
4 Validate the first Grantee Group 1D returned J Mot Tested
5 Using the first Grantee Group retrieved from Step 4, submit a GET call to request the imits. > Mot Tested
6 Validate the Daily Adjusted Value on the SPOT limit returned. ) Mot Tested
7 Using the SPOT Daily Adjusted Value validated in step 6, Submit a POST call to increase this dav by 1,000 > Mot Tested

Key: o not tested @ complete pending @ failed

D:' To run a POST - Limits test:

1. From the Test Suite tab, select POST - Grantee Limits, then select START TEST.
2. Submit a GET call to request a list of Grantor Groups your API has entitlements to.

3. Validate the Grantor Group ID returned.

o Note: For additional details on Grantor Group tests, refer to GET - Grantor Groups.

4. Submit a GET call to request a list of Grantee Groups your Grantor Group has entitlements to.

5. Validate the first Grantee Group ID returned.

o Note: For additional details on Grantee Group tests, refer to GET - Grantee Groups.

- 14 - User Manual


https://www.cmegroup.com/confluence/display/EPICSANDBOX/EBS+Risk+Management+API+-+Update+Grantee+Group+Limits

AutoCert+ EBS Risk Management API

Using the first Grantee Group retrieved from Step 4, submit a GET call to request the limits.

Validate the Daily Adjusted Value (DAV) on the SPOT limit returned.

o Note: For additional details on Grantee Group limits, refer to GET - Grantee Limits.

Using the SPOT Daily Adjusted Value validated in step 6, Submit a POST call to increase this DAV by 1,000.
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AutoCert+ EBS Risk Management API

GET - List Prime Customers

The purpose of this verify that the client system can retrieve the list of prime customers they are permissioned for.

o Note: See the List Prime Customers message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.

o Note: The Auth Token must be refreshed every 30 minutes.

Interview Test Suite - Help
Steps of the test: GET - List Prime Customers

This test could fake up fo several minutes. Please do not close the window during the test. Closing window/stopping test requires fo rerun the test from step1
Purpose

The purpase of this test is to verify that the client system can retrieve the list of prime customers they are permissioned for.

Category Value
GET Prime Customers APl URL https-i/autocert cmegroup comiebsrm/prime-customers

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button START TEST
again if you are currently running this test.

Test Not Running

Description Flag Status
1 Submit a GET call fo request a list of prime customers your AP has entitlements to. & Not Tesied
2 Validate the first GFID that is returned. & Not Tested

Key: o not tested @ complete pending @ faled

D’ To run a GET - List Prime Customers test:

1. From the Test Suite tab, select GET - List Prime Customers, then select START TEST.
2. Submit a GET call to request a list of prime customers your API has entitlements to.

3. Validate the first GFID that is returned.
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AutoCert+ EBS Risk Management API

GET - Firm Status

The purpose of this verify that the client system can retrieve the tradeable status of a firm they permissioned for.

o Note: See the Get Firm Status message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.

o Note: The Auth Token must be refreshed every 30 minutes.

Interview Test Suite - Help

Steps of the test: GET - Firm Status

This test could take up to several minutes. Please do not close the window during the test. Closing window/stepping test requires to rerun the fest from step1.
Purpose
The purpose of this test is to verify that the client system can retrieve the tradeable status of a firm they permissioned for.

Category Value
GET Prime Customers APl URL -
GET Firm Status API URL

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test butten START TEST
again if you are currently running this test.

Test Not Running

Description Flag Status
1 Submit a GET call io reguest a list of prime customers your APl has entiflemenis fo. > Not Tested
2 Validate the first GFID that is returned. & | NotTested
3 Submit a GET call io reguest the trading stalus of the firm identified in step 2. > Not Tested
4 Provide the trading status of this firm. & | NotTested
Key: | not tested @ complete pending @ failed
REFRESH

D’ To run a GET - Firm Status test:

From the Test Suite tab, select GET - Firm Status, then select START TEST.
Submit a GET call to request the trading status of one of the firms your API has entitlements to.
Validate the first GFID that is returned.

Submit a GET call to request the trading status of the firm identified in step 2.

A N

Provide the trading status of this firm.
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AutoCert+ EBS Risk Management API

POST - Update Firm Status

The purpose of this verify that the client system can update the tradeable status of a firm they permissioned for.

o Note: See the Update Firm Status message specification for more information.

1. Select an API ID and select ASSIGN API ID.
2. Enter an OAUTH Token.
3. Select Assign API ID.

o Note: The Auth Token must be refreshed every 30 minutes.

Interview Test Suite - Help

Steps of the test: GET and POST - Update Firm Status

This test could take up to several minutes. Please do nof close the window during the test. Closing window/stopping test requires to rerun the test from step1.

Purpose
The purpose of this test is to verify that the client system can update the tradeable kill/unkill) status of a firm they permissioned for.

Category Value
GET Prime Customers API URL |- - -
GET Firm Status AP URL - -
POST Firm Status APl URL - -

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button START TEST
again if you are currently running this test.

Test Not Running

Description Flag Status
1 Submit a GET call to reguest a list of prime customers your API has entitiements to. W | MetTested
2 Validate the first GFID that is returned. & | NotTested
3 Submit a GET call to reguest the trading status of the firm identified in step 2. W | MetTested
4 Provide the trading status of this firm. & | NotTested
5 Using the same firm, change the firm status using a POST firmStatus call W | MetTested
3 Confirm you properly received and processed a successful response for updating the Firm Status. & | MNotTested

Key: not tested @ complete pending @ failed

[:} To run a POST - Update Firm Status test:

From the Test Suite tab, select POST - Update Firm Status, then select START TEST.

Submit a GET call to request a list of prime customers your API has entitlements to.

1.

2.

3. Validate the first GFID that is returned.

4. Submit a GET call to request the trading status of the firm identified in step 2.
5.

Provide the trading status of this firm.

o Note: Step 4 is only required for systems receiving Snapshot+Updates.

6. Using the same firm, change the firm status using a POST firmStatus call.

7. Confirm you properly received and processed a successful response for updating the Firm Status.
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