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Disclaimer

Neither futures trading nor swaps trading are suitable for all investors, and each involves the risk of loss. Swaps trading should
only be undertaken by investors who are Eligible Contract Participants (ECPs) within the meaning of Section 1a(18) of the
Commodity Exchange Act. Futures and swaps each are leveraged investments and, because only a percentage of a contract’s
value is required to trade, it is possible to lose more than the amount of money deposited for either a futures or swaps
position. Therefore, traders should only use funds that they can afford to lose without affecting their lifestyles and only a
portion of those funds should be devoted to any one trade because traders cannot expect to profit on every trade. All
examples discussed are hypothetical situations, used for explanation purposes only, and should not be considered investment
advice or the results of actual market experience.

CME Group, the Globe Logo and CME are trademarks of Chicago Mercantile Exchange Inc. CBOT is a trademark of the Board of
Trade of the City of Chicago, Inc. NYMEX is a trademark of New York Mercantile Exchange, Inc. COMEX is a trademark of
Commodity Exchange, Inc. All other trademarks are the property of their respective owners.

The information within this manual has been compiled by CME Group for general purposes only. CME Group assumes no
responsibility for any errors or omissions. Additionally, all examples in this manual are hypothetical situations, used for
explanation purposes only, and should not be considered investment advice or the results of actual market experience. All
matters pertaining to rules and specifications herein are made subject to and are superseded by official CME, CBOT and
NYMEX rules. Current rules should be consulted in all cases concerning contract specifications.

Copyright © 2023 CME Group Inc. All rights reserved.
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AutoCert+ Drop Copy 4.0 for EBS

Getting Started

The AutoCert+ tool is an automated testing tool for validating application functionality. It provides an easy-to-use web
interface for walking through CME Group certification scenarios.

To facilitate the process of connecting a customer application to CME Globex, CME Group provides a dedicated certification
environment to allow customers to test their systems before they complete certification.

The Drop Copy 4.0 service allows customers to receive real-time copies of CME Globex Execution Report and Acknowledgment
messages as they are sent over iLink order entry system sessions. Drop Copy aggregates iLink messages, enabling customers to
aggregate positions and monitor orders for sessions guaranteed by one or more clearing firms upon approval of the clearing
firms.

Customers must manage sequence streams from Market Segment Gateway (MSGW) iLink source sessions per unique market
segment; with the possibility of having the same sequence numbers from multiple market segments.

¢ Note: This test suite uses "Dummy Contracts" or "Certification Dedicated Instruments" during the certification process.

[:} To run and navigate AutoCert+:

Complete the steps detailed in the Process Summary - EBS New Release Testing Setup Client Systems Wiki topic.

Log into the automated certification tool.

Review general AutoCert+ test suite navigation and general interview information.

Complete the Interview for this test suite.

Complete applicable test cases.

I N

. Complete the certification process from the Post Certification tab.

Additional Information

See the following documentation for more information on Drop Copy functionality:

e Drop Copy Service for iLink - EBS Market
¢ iLink 3 Binary Order Entry - EBS Market on CME Globex
e iLink FIX Tag Library
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/457412541/Process+Summary+-+EBS+New+Release+Testing+Setup
https://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/Access.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/NavigatingCertificationTool.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/FillingOutInterview.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/CompletingCertificationProcess.html
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664961106/Drop+Copy+4.0+for+iLink+-+EBS+Market
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716177485/iLink+Binary+Order+Entry+-+EBS+Market+on+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library

AutoCert+ Drop Copy 4.0 for EBS

Interview

The interview consists of a series of questions about your trading application. Based on your responses, certain tests are
required and others are optional. You must complete the pre-certification interview before running the test cases.

h’ To complete the interview:

1. Select a SenderComp from the drop-down and select ASSIGN.

SenderComp: | Select SenderComp Ll ASSIGN |

2. Answer each question and select "Complete" when finished.

o Note: The number of market segments and the instruments listed on each market segment is subject to change.

o Note: Each Drop Copy MSGW session has a unique IP address for each of the primary and backup MSGWs.

- Test Suite Test Case Post Certification Help

@] Convenience

O Market Segment
® Both Convenience and Market Segment

MNa (If Mo, ensure a proper process is in place to rotate keys ahead of expiration times that land mid-week)

Q
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AutoCert+ Drop Copy 4.0 for EBS

What's New

The list below illustrates the updates made to the AutoCert+ Drop Copy 4.0 for EBS Help system.

I T ™ S

October 7, Format Website and PDF format changes only.
2022
September All Updated "Additional Drop Copy Information" links in all topics.
22,2022
September Interview Updated interview question responses for "Will your system support Non-
12,2022 Deliverable Forwards (NDF)?"
March 9, 2022 Logon Process with ~ Updated screenshot and step 1.
Failover
October 12, All Updated iLink 2 message specification links.
2021
March 31, Initial publication.
2021
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AutoCert+ Drop Copy 4.0 for EBS

Session Management Tests

This section contains information about the Session Management tests.
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AutoCert+ Drop Copy 4.0 for EBS

Logon Message

This test verifies that your system can appropriately handle timely connection at logon, implement a valid logon heartbeat
interval and then handle point of origin values on any Logon and ensuing acknowledgment message.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

e Drop Copy Service for iLink - EBS Market

¢ iLink 3 Binary Order Entry - EBS Market on CME Globex
e iLink FIX Tag Library

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. Select the START TEST button.

0 Note: DO NOT select the START TEST button once the test is in progress.

P——— | .
Steps of the test: Drop Copy Session Management Tests - Logon Message

Trun Seat coas Sk U2 3 vl e, Plasna o rich it 14 wivciom thring B et Cling ko siops
Purpess

Thes pupct #1758 best i 3 ety ot Losger,
ot hanct ot any g

Hote: Pasan the Start Tt Start Taat braticn [ 5tant st |
‘agan i you are curtently nunming this tesL

Desarpaon

Flag | dunn
1| Over oo Ceop Copy clers appication, s a Logen messagn & Mot Tese
T Fecen and procens & Logon Corfrrmaton sesagr & Mot Tested
PR A Y N —— @ | Mot
4 | Submit s Hoaribest message & MorTama
5 | SubmitalLogou message & MotTew:
& | Feoehw.and process a Logod Confimaton messags @

[:) To run a Logon Message test:

Over a Drop Copy connection, submit a Logon (35=A) message.
Receive and process a Logon (35=A) confirmation message.

Receive and process a Test Request (35=1) message.

Submit a Heartbeat (35=0) message.

Submit a Logout (35=5) message.

Receive and process a Logout (35=5) message.

o v A~ w N oe
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092109/Drop+Copy+4.0+Session+Layer+-+Logon
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664961106/Drop+Copy+4.0+for+iLink+-+EBS+Market
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716177485/iLink+Binary+Order+Entry+-+EBS+Market+on+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665157659/Drop+Copy+4.0+Test+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout

AutoCert+ Drop Copy 4.0 for EBS

Beginning of Week Logon

The Beginning of Week Logon test verifies that the client system can log on to the CME Group system at the beginning of the
week and maintain the correct inbound and outbound sequence numbers (tag 34-MsgSeqNum).

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:
» Drop Copy Service for iLink - EBS Market
¢ iLink 3 Binary Order Entry - EBS Market on CME Globex
e jLink FIX Tag Library
1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. Select the START TEST button.

o Note: DO NOT select the START TEST button once the test is in progress.

PR — | o

Steps of the test: Drop Copy Session Management Test - Beginning of Week Logon

bo.r 370 Cutbound nequerce rumtens

o Toat pame 10 o Toattumen [ smnr resr |

aguin o0 are carmantly Funsing B et

Dracrpton Fig | sunn

Subenit a Logen i1ag 34 bagiming of ¥

" | ek legen ’ & | NetTesisd

2 | Recevu ard process a Legen Conbemaion messags @ | NetTosis

3| Receivn and procsss o Test Reduest message @ | NetTesied

+ | Submita Hearaat message @ | NetTesisd
Koy a . .

==

D’ To run the Beginning of Week Logon test:

1. Submita Logon (35=A) message using the proper sequence number (tag 34-MsgSeqNum) for beginning of week
logon.

2. Receive and process a Logon (35=A) confirmation message.

3. Receive and process a Test Request (35=1) message.

4. Submit a Heartbeat (35=0) message.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664961106/Drop+Copy+4.0+for+iLink+-+EBS+Market
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716177485/iLink+Binary+Order+Entry+-+EBS+Market+on+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731779/Drop+Copy+4.0+Logon+from+CME+Globex+to+Client+System
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665157659/Drop+Copy+4.0+Test+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat

AutoCert+ Drop Copy 4.0 for EBS

Mid Week Logon

This test verifies that the client system can connect to the CME Group system during the week and maintain the correct
inbound and outbound sequence numbers (tag 34-MsgSeqNum).

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:

e Drop Copy Service for iLink - EBS Market

¢ iLink 3 Binary Order Entry - EBS Market on CME Globex
e iLink FIX Tag Library

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. Select the START TEST button.

Irteersew

o Note: DO NOT select the START TEST button once the test is in progress.

-
-~ -
Steps of the test: Drop Copy Session Management Test - Mid Week Logon Process

Trin Seat coas Sk U2 3 vl e, Pasn 4 rich s 14 ek (i B et Claing ko w20 ! eyt 15 s S bt rm wset
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1 Over e Doop Copry connecion. s 2 Logon message @ | MotTeaied

2 | Feceheans Rexgeat mes & MotTesms

3| Suem tsg & Mt T

4 | Feoete and process & Logon Confmatin messige & Mot e

5 | Fioste and process a Test Request message & | MotTeas

& Submita Mearbeat message & | MotTeste
o 3 @oompisie | parrg @

D’ To run the Mid Week Logon test:

1
2
3
4.
5
6

Over a Drop Copy connection, submit a Logon (35=A) message.

Receive and process a Logout (35=5) message, including tag 789-NextMsgSegNum.
Submit a Logon (35=A) message using the correct sequence number (tag 34-MsgSeqNum).
Receive and process a Logon (35=A) confirmation message.

Receive and process a Test Request (35=1) message.

Submit a Heartbeat (35=0) message.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092109/Drop+Copy+4.0+Session+Layer+-+Logon
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664961106/Drop+Copy+4.0+for+iLink+-+EBS+Market
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716177485/iLink+Binary+Order+Entry+-+EBS+Market+on+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665157659/Drop+Copy+4.0+Test+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat

AutoCert+ Drop Copy 4.0 for EBS

Logon Process with Failover

The purpose of this test is to verify that client system can support primary gateway enforcement. In the event of a Drop Copy
4.0 failover, upon logon to the new primary connection, client systems will experience a significant increase (currently set to
4000) in sequence numbers (tag 34-MsgSeqNum) sent from CME Globex to the Client System. CME Group recommends that
client systems request all missing messages.

For all Resend Requests, the client system can request no more than the maximum limit of 2500 messages. To recover any
missed in-flight messages beyond the 2500 message range, the client system must submit multiple Resend Request (tag 35-
MsgType=2) messages.

In response to the Resend Request from the client system, Drop Copy 4.0 will respond with a Gap Fill for all Administrative
messages and send tag 35-MsgType35=n with tag 43-PossDupFlag=Y for business messages.

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:
e Drop Copy Service for iLink - EBS Market
e iLink 3 Binary Order Entry - EBS Market on CME Globex
e jLink FIX Tag Library

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. Select the START TEST button.

o Note: DO NOT select the START TEST button once the test is in progress.

Interview | Test Suite - Help

Steps of the test: Drop Copy Session Management Test - Logon Process with Failover

This test could take up to several minutes. Please do not close the window during the test. Closing window/stopping test requires o rerun the test from step?
Purpose

The purpose of this test is to verify that client system can support primary gateway enforcement. In the event of a Drop Copy 4.0 failover, upen logon to
the new primary connection, client systems will experience a significant increase (currently st to 4000) in sequence numbers (tag 34-MsgSeqNum) sent
from CME Globex to the Client System. CME Group recommends that client systems request all missing messages. For all Resend Requests, the client
system can request no more than the maximum limit of 2500 messages. To recover any missed in-flight messages beyond the 2500 message range, the
client system must submit multiple Resend Request (tag 35-MsgType=2) messages. In response to the Resend Request from the client system, Drop
Copy 4.0 will respond with a Gap Fill for all Administrative messages and send tag 35-MsgType35=n with tag 43-PossDupFlag=Y for business messages.

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button STARTTEST
again if you are currently running this test.

Description Flag status.
1 | Over the Drop Copy connection, submit a Logon message. A hard disconnect is simulated for failover. & | NotTested
2 | Overthe Drop Copy client application, submit a Logon message on the backup gateway & | NotTested
3 | Receive and process a Logon Confirmation message & | NotTested
4 Submit a Resend Request message(s) W | NotTested
5 Receive a Gap Fill message(s) W | NotTested
6 Submit a Heartbeat message o | NotTested
7 Receive and process a Heartbeat message | NotTested
8 Submit a Heartbeat message W | NotTested
9 | Submita Logout message o | NotTested
10 Receive and process a Logout Confirmation message - Not Tested

Key: & not tested @ complete . pending @failed

D To run a Logon Process with Failover test:
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665288724/Drop+Copy+4.0+Session+Layer+-+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665321494/Drop+Copy+4.0+Functional+Specification#Sequence-Number-Reset
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665321494/Drop+Copy+4.0+Functional+Specification#Administrative-Messages
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664961106/Drop+Copy+4.0+for+iLink+-+EBS+Market
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716177485/iLink+Binary+Order+Entry+-+EBS+Market+on+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library

AutoCert+ Drop Copy 4.0 for EBS

Over the Drop Copy connection, submit a Logon (35=A) message. A hard disconnect is simulated for failover.
Over the Drop Copy client application, submit a Logon (35=A) message on the backup gateway.

Receive and process a Logon (35=A) confirmation message.

Submit a Resend Request (35=2) message(s).

Receive a Gap Fill (35=4,123-GapFillFlag=Y) message(s).

Submit a Heartbeat (35=0) message.

Receive and process a Heartbeat message.

Submit a Heartbeat message.

Submit a Logout (35=5) message.

Receive and process a Logout (35=5) confirmation message.

W ® N o v kW NR

=
e
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665485365/Drop+Copy+4.0+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665813041/Drop+Copy+4.0+Sequence+Reset
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout

AutoCert+ Drop Copy 4.0 for EBS

Sequencing Tests

This section contains information about the Sequencing tests.
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AutoCert+ Drop Copy 4.0 for EBS

Respond to Resend Request

This test verifies that your system can respond to a Resend Request by gap fill.

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:
e Drop Copy Service for iLink - EBS Market
¢ iLink 3 Binary Order Entry - EBS Market on CME Globex
e iLink FIX Tag Library

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. Select the START TEST button.

o Note: DO NOT select the START TEST button once the test is in progress.

wwews | varsos [ Hatp
Steps of the test: Drop Copy Sequencing Tests - Respond to Resend Request

3 it et 26 £ chom e wihw O] T el CASaing widcwnaloppiry sl eSaiet 15 Forin g Beskrorn g

The e of i teat 13 veriy e can cengond o

Hose: Press the Stan Teat Toar. e Start Tust Bartien
Sgain if you aes Currestly running s teet. o e

Deacription

z
i

1| Over n Drp Copy comsction, submit s Hesbeat ™

3| Pacuben and process o Picd Rlisus! mesiigh @ | Mol Tesied

3 | Submit Sequence Resst - Gap Fil msssage @ | Mol Tesied

4| Submi o Hearteat message & | NetTesed

# | Fecoive and process a Hearbeal message. o | NeiTesied

6 | Susmta Heareat message @ | NetTesied
[ ——_—

D’ To run the Respond to Resend Request test:

Over a Drop Copy connection, submit a Heartbeat (35=0) message.

Receive and process a Resend Request (35=2) message.

Submit a Sequence Reset - Gap Fill (35=2, 123-GapFillFlag=Y) message.

Submit a Heartbeat (35=0) message.

Receive and process a Heartbeat (35=0) message.

AN A T o

Submit a Heartbeat (35=0) message.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665485365/Drop+Copy+4.0+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664961106/Drop+Copy+4.0+for+iLink+-+EBS+Market
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716177485/iLink+Binary+Order+Entry+-+EBS+Market+on+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664764518/Drop+Copy+4.0+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665485365/Drop+Copy+4.0+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665813041/Drop+Copy+4.0+Sequence+Reset

Bi-

Directional Resend Request Scenario

AutoCert+ Drop Copy 4.0 for EBS

This test verifies that your system can receive out-of-sequence messages across multiple session connections during a Resend
Response without triggering another Resend Request.

3. Select the START TEST button.

Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

From the Contracts drop-down, select the desired contract if the contract is not already locked.

o Note: DO NOT select the START TEST button once the test is in progress.

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:

-----

e Drop Copy Service for iLink - EBS Market
e iLink 3 Binary Order Entry - EBS Market on CME Globex
e jLink FIX Tag Library

Steps of the test: Drop Copy Sequencing Tests - Bi-Directional Resend Request Scenario

his St ek L 1 I vl et Pl 05 501 C1004 IR window sfing Toa ML CI0NRY WindowEoo M leguris 3 renn e it Yo ateg
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TCP Session Management SBE Schema
Trite; Prass The S1an Test Dolloe B SUMTLoF 14331 THiL Blease 0 S peas 14 1001 Tt Duien ECIEE
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Deacription Fiag | stann
T e — @ | MotTesed
2 | Recewe and proosss a Hearbeal message @ | naTeso

3| Over o Drop Copy connechion, Sube 8 Heatbeat & | HotTesiea

Fopcon e prooess an Exeoation Forpon -

LI o o & | NotTesied
5 | 5wt a Resend Request message & | NeTesied
& | Feces and prooess i Exncuton Repon - Conemanon ASeawiapement Messige. @ | NotTested
T | Recewe and process a Resend Request message @ | NeTenea
B | Suberila Sequinge Rest - Gip M Mg & | HotTesied
B | SUBTE B HeRntea message @ | NotTested
| Recewe and process a Hearbeat message & | NexTeseo
1| SuDe 8 AT meag & | NotTesed

| REFRESH |

D’ To run the Bi-Directional Resend Request Scenario test:

1
2
3.
4

Over a Drop Copy connection, submit a Heartbeat (35=0) message.

Receive and process a Heartbeat (35=0) message.

Over an iLink connection, submit a Heartbeat (35=0) message.

Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message

and detect a sequence gap.

Submit a Resend Request (35=2) message.
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6. Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message.
7. Receive and process a Resend Request (35=2) message.

8. Submit a Sequence Reset - Gap Fill (35=4, 123-GapFillFlag=Y) message.

9. Submit a Heartbeat (35=0) message.
10. Receive and process a Heartbeat (35=0) message.

11. Submit a Heartbeat (35=0) message.
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Process Real-Time Messages During a Resend Response

This test verifies that your system can receive out-of-sequence messages during a Resend Response without triggering
another Resend Request.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

» Drop Copy Service for iLink - EBS Market

¢ iLink 3 Binary Order Entry - EBS Market on CME Globex
e jLink FIX Tag Library

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. From the Contracts drop-down, select the desired contract if the contract is not already locked.

3. Select the START TEST button.

o Note: DO NOT select the START TEST button once the test is in progress.
[ S - Hee

Steps of the test; Drop Copy Sequencing Tests - Process Real-Time Messages During a Resend
Response from CME Globex
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D’ To run the Process Real-Time Messages During a Resend Response test:

Submit a Heartbeat (35=0) message.

Receive and process a Heartbeat (35=0) message and detect a sequence gap.

1
2
3. Submit a Resend Request (35=2) message.
4

Receive real-time interleaved messages with resend responses and process an Execution Report - Order Creation
[35=8, 39-OrdStatus=0 (New Order Ack)] message.

Submit a Heartbeat (35=0) message.

v

6. Receive and process a Heartbeat (35=0) message.

7. Submit a Heartbeat (35=0) message.
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Mid-Week Key Rotation

This test verifies that the client system can properly logon to the CME system using the security enhancement functionality
with key rotation. You will need two valid keys to complete this test.

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:
* Drop Copy Service for iLink - EBS Market
 iLink 3 Binary Order Entry - EBS Market on CME Globex
e iLink FIX Tag Library

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. Select the START TEST button.

¢ Note: DO NOT select the START TEST button once the test is in progress.

Interview Test Suite - Help

Steps of the test: Drop Copy - Mid-Week Key Rotation

This test could take up to several minutes. Please do not close the window during the test.Closing window/stopping test requires fo rerun the test from step1.

Purpose

The purpose of this test is to verify that the client system can properly logon to the CME system using the security enhancement functionality with key
rotation. ¥ou will need two valid keys to complete this test.

MNote: Press the Start Test button to start or restart a Test. Please do not press the Start Test START TEST
button again if you are currently running this test.

Description | Flag | Status |
1 Over the Drop Copy connection, logon using the first secure key pair. o | MNotTested
2 Receive and process a Logon Confirmation message W || MNotTested
3 Receive and process a Test Request message W | MNotTested
4 Submit a Heartbeat message o Mot Tested
5 Submit a Logout and process a Logout Confirmation o Mot Tested
s F.'Nerthe MSGW connection again, logon using a different set of secure key pairs other than the ones used ™ Not Tested

instep 1
T Receive and process a Logon Confirmation message 4 Mot Tested
8 Receive and process a Test Request message 4 Mot Tested
Key: not tested @ complete pending @ failed

D’ To complete the Mid-Week Key Rotation test:

1. Over the Drop Copy connection, submit a Logon (35=A) message using the first secure key pair.
2. Receive and process a Logon (35=A) confirmation message.

3. Receive and process a Test Request (35=1) message.
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Submit a Heartbeat (35=0) message.

. Submit a Logout (35=5) and process a Logout (35=5) confirmation.

Over the MSGW connection again, submit a Logon (35=A) message using a different set of secure key pairs other than
the ones used in step 3.

Receive and process a Logon Confirmation (35=A) message.

Receive and process a Test Request (35=1) message.
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Encapsulated Message Tests

This section contains information about the encapsulated message tests.
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Received Encapsulated Message from eFix Transaction

The purpose of this test is to verify the client system can receive and process encapsulated messages to support eFix
transactions.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

e Drop Copy Service for iLink - EBS Market

¢ iLink 3 Binary Order Entry - EBS Market on CME Globex
e jLink FIX Tag Library

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. From the Contracts drop-down, select the desired contract if the contract is not already locked.
3. Select the START TEST button.

o Note: DO NOT select the START TEST button once the test is in progress.

p——— | -

Steps of the test: Drop Copy Sequencing Tests - Recelved Encapsulated Message from ¢FIX
Transaction
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L ® P
csemen Corfaed Feed A 290.187.04.50 14780
Incrementl Confated Fesd B 301679480 15750

Conflates II0ETH4TH 14751
Irrurent Repiay Confate T30.18T.04.T1 14751
TEP Contiuned Fesd
TEP Corifates Feed - Ciodt Scrotned
Comry ik
Templates Fite: tergiates_FiSnary.om
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S ——

===

D" To run the Received Encapsulated Message from eFix Transaction test:

1. Enter the tag 44-Price value to confirm that your system received an encapsulated Execution Report - New Order

message.

2. Receive and process the Execution Report - Trade Outright message.
3.

Receive and process the Execution Report - Trade Outright message with the Fixing Price for the trade in step 2.

Receive and Process Encapsulated Message (CGW)

The purpose of this test is to verify the client system can receive and process encapsulated messages with new EBS tags
provided in the Drop Copy payload with CGW session.

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. From the Contracts drop-down, select the desired contract if the contract is not already locked.
3. Select the START TEST button.
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o Note: DO NOT select the START TEST button once the test is in progress.

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:
e Drop Copy Service for iLink - EBS Market
e iLink 3 Binary Order Entry - EBS Market on CME Globex
e jLink FIX Tag Library

Intsrview | Test Suite - Help
Steps of the test: Dropcopy CGW - Receive and Process Encapsulated Message
This test could take up 10 several mingtes. Piease do nad cose the window dunng the lest Closing window/siopping test requines 10 rerun hae test rom Siep 1
Purpose

The purpose of s best is 1o verify the chent and Process wth e EBS tags pe Drop Copy
oayisad with COW sesson

Selected Contract; TWD3Se_TWD IMEF - 771 [

Category 3 Port.
Incremental Conflaled Feed A 239.167.93.50 14770
Inciemental Corfisied Feed B 239,167 93,60 15770
Conflated Snapshit 239967 9371 14T
Instrument Replay Conflaed 23967 9T 14771
TCP Conflated Feed
TCP Confiated Feed - Crean Screened
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Templates File emgiates Fixnan vl
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A4  YoU &t NN runaisg this st

| Description Flag | Stabes
NI Over the CGW Drop Copy connection, recetve and process an encapsulabed execution report for a New Crder | & .NDKTESIN
2 I Reeceive and process an encapsulated execution repor for 3 Panial Pl Verfy below valees from he | ™ | hct Tested
| repeating groups recetved
[ ] and process an execution reporl for @ New Order & | Mot Tested
| 4| Feeceme ana process an encapsuined execution repen Tor Pending Feplace & | Mot Taste
| 5 | Receive and process an encapsulited execution repor for Modfication o | Mot Tested
[ | Rt 0 prociss B Encapsuliied Suteubion rpen for & New Ddss & | Mot Tesied
7 | we process an tepert for Pending Cancel & | MotTesiea
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[ | Recetve 2 process an encapsussien exscision npert o 8 New Oroer & | NotTasted
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. Ney: @ not tested @ compiete pendng i@ teled

b To run the Receive and Process Encapsulated Message (CGW) test:

1. Enter the following tag values to confirm that your system received and processed an encapsulated Execution Report

- New Order message:
e tag 57-TargetSublD
e tag 34-MsgSeqNum
e tag 37-OrderID
e tag 1-Account

2. Enter the following repeating group tag values to confirm that your system received and processed an encapsulated
message for a partial fill.

e tag 1797-OrderEventExeclD
e tag 1799-OrderEventPx
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e tag 1800-OrderEventQty
e tag 1802-OrderEventText

3. Select Yes or No to indicate whether your system successfully processed an encapsulated Execution Report - New
Order.

4. Enter the tag 39-OrdStatus value to indicate that your system received and processed the encapsulated execution
report for Execution Report - Pending Replace message.

5. Enter the tag 44-Price value to indicate that your system received and processed the Receive and process an encap-
sulated Execution Report - Modify message.

6. Select Yes or No to indicate whether your system successfully processed an encapsulated Execution Report - New
Order message.

7. Enter the tag 39-OrdStatus value to indicate that your system received and processed an encapsulated Execution
Report - Pending Cancel message.

8. Enter the tag 39-OrdStatus value to indicate that your system received and processed an encapsulated Execution
Report - Cancel message.

9. Select Yes or No to indicate whether your system successfully processed an encapsulated Execution Report - New
Order message.

10. Enter the tag 39-OrdStatus value to indicate that your system received and processed the encapsulated Execution
Report - Elimination message.

Example of Encapsulated Message: (Multiple Messages)

The FIX payload is shown in bold below.

[8=FIX.4.2]19=509|35=n|34=185|369=57|52=20200610-

05:47:01.098|49=CME | 50=98|56=717NEXN |57=CSET|143=5G|212=413|213=<RTRF>
8=FIX.4.2|9=377|35=8|34=208|369=106 | 52=20200610-

05:47:01.096 | 49=CME | 50=98 | 56=EIVACPUSP | 57=GUSUS | 143=US,IL| 1=ACP_
ORDER|6=0]11=ACP1591768021071|14=0|17=9848:28271|20=0
37=982167244|38=67|39=0|40=2|41=0|44=130|48=3273848|54=2|55=#USBD | 59=0|60=20200610-
05:47:01.071|107=UB07#_1/2_
05/27|150=0|151=67|167=TNOTE|432=20200610|819=0|1028=Y|1031=H| 1598=1|5149=Memo
ACPOS|5906=A|5979=1591768021071320596 | 10=249| </RTRF>|10=027]]

Receive and Process Encapsulated Message (MSGW)

The purpose of this test is to verify the client system can receive and process encapsulated messages with new EBS tags
provided in the Drop Copy payload with MSGW session.

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:
e Drop Copy Service for iLink - EBS Market
e iLink 3 Binary Order Entry - EBS Market on CME Globex
e jLink FIX Tag Library
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1.
2.
3.

Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
From the Contracts drop-down, select the desired contract if the contract is not already locked.

Select the START TEST button.

o Note: DO NOT select the START TEST button once the test is in progress.

Heat Suite - ek
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[:} To run the Receive and Process Encapsulated Message (MSGW) test:

1.

Enter the following tag values to confirm that your system received and processed an encapsulated Execution Report

- New Order message:
e tag 57-TargetSubID
¢ tag 34-MsgSegqNum
e tag 37-OrderlD
e tag 1-Account

Enter the following repeating group tag values to confirm that your system received and processed an encapsulated
message for a partial fill.

e tag 1797-OrderEventExeclD
e tag 1799-OrderEventPx

o tag 1800-OrderEventQty

o tag 1802-OrderEventText

Select Yes or No to indicate whether your system successfully processed an encapsulated Execution Report - New
Order.

Enter the tag 39-OrdStatus value to indicate that your system received and processed the encapsulated execution
report for Execution Report - Pending Replace message.

Enter the tag 44-Price value to indicate that your system received and processed the Receive and process an encap-
sulated Execution Report - Modify message.
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6. Select Yes or No to indicate whether your system successfully processed an encapsulated Execution Report - New
Order message.

7. Enter the tag 39-OrdStatus value to indicate that your system received and processed an encapsulated Execution
Report - Pending Cancel message.

8. Enter the tag 39-OrdStatus value to indicate that your system received and processed an encapsulated Execution
Report - Cancel message.

9. Select Yes or No to indicate whether your system successfully processed an encapsulated Execution Report - New
Order message.

10. Enter the tag 39-OrdStatus value to indicate that your system received and processed the encapsulated Execution
Report - Elimination message.

Example of Encapsulated Message: (Multiple Messages)

The FIX payload is shown in bold below.

[8=FIX.4.2|9=509|35=n|34=185 | 369=57 | 52=20200610-

05:47:01.098 | 49=CME | 50=98 | 56=717NEXN | 57=CSET|143=5G | 212=413 | 213=<RTRF>
8=FIX.4.2|9=377|35=8|34=208 | 369=106 | 52=20200610-

05:47:01.096 | 49=CME | 50=98 | 56=EIVACPUSP | 57=GUSUS | 143=US,IL| 1=ACP_
ORDER|6=0|11=ACP1591768021071 | 14=0| 17=9848:28271|20=0
37=982167244|38=67|39=0|40=2|41=0|44=130| 48=3273848|54=2 | 55=#USBD | 59=0| 60=20200610-
05:47:01.071|107=UB07#_1/2_

05/27|150=0|151=67| 167=TNOTE | 432=20200610 | 819=0|1028=Y | 1031=H | 1598=1| 5149=Memo
ACPOS |5906=A|5979=1591768021071320596 | 10=249 | </RTRF>|10=027 ]
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