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Disclaimer

Neither futures trading nor swaps trading are suitable for all investors, and each involves the risk of loss. Swaps trading should
only be undertaken by investors who are Eligible Contract Participants (ECPs) within the meaning of Section 1a(18) of the
Commodity Exchange Act. Futures and swaps each are leveraged investments and, because only a percentage of a contract’s
value is required to trade, it is possible to lose more than the amount of money deposited for either a futures or swaps
position. Therefore, traders should only use funds that they can afford to lose without affecting their lifestyles and only a
portion of those funds should be devoted to any one trade because traders cannot expect to profit on every trade. All
examples discussed are hypothetical situations, used for explanation purposes only, and should not be considered investment
advice or the results of actual market experience.

CME Group, the Globe Logo and CME are trademarks of Chicago Mercantile Exchange Inc. CBOT is a trademark of the Board of
Trade of the City of Chicago, Inc. NYMEX is a trademark of New York Mercantile Exchange, Inc. COMEX is a trademark of
Commodity Exchange, Inc. All other trademarks are the property of their respective owners.

The information within this manual has been compiled by CME Group for general purposes only. CME Group assumes no
responsibility for any errors or omissions. Additionally, all examples in this manual are hypothetical situations, used for
explanation purposes only, and should not be considered investment advice or the results of actual market experience. All
matters pertaining to rules and specifications herein are made subject to and are superseded by official CME, CBOT and
NYMEX rules. Current rules should be consulted in all cases concerning contract specifications.

Copyright © 2023 CME Group Inc. All rights reserved.
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AutoCert+ Drop Copy 4.0 for BrokerTec

Getting Started

The AutoCert+ tool is an automated testing tool for validating application functionality. It provides an easy-to-use web
interface for walking through CME Group certification scenarios.

To facilitate the process of connecting a customer application to CME Globex, CME Group provides a dedicated certification
environment to allow customers to test their systems before they complete certification.

The Drop Copy 4.0 service allows customers to receive real-time copies of CME Globex Execution Report and Acknowledgment
messages as they are sent over iLink order entry system sessions. Drop Copy aggregates iLink messages, enabling customers to
aggregate positions and monitor orders for sessions guaranteed by one or more clearing firms upon approval of the clearing
firms.

Customers must manage sequence streams from Market Segment Gateway (MSGW) iLink source sessions per unique market
segment; with the possibility of having the same sequence numbers from multiple market segments.

0 Note: This test suite uses "Dummy Contracts" or "Certification Dedicated Instruments" during the certification process.

[:} To run and navigate AutoCert+:

1. Complete the steps detailed in the "Process Summary: BrokerTec New Release Testing Setup" topic.

2. Loginto the automated certification tool.
3. Navigate to the AutoCert+ Drop Copy 4.0 for BrokerTec test suite.

Current Testing Configuration
fester Semi-Automated Trading Systel
. emi- mated radin m

Company Profile: [csET v Type: Prop Syt 95¥
Cat . Prop System

Market: [ErokerTec EUMIS v atenory
1603:

Purpose: [Drop Copy v
1604: 1

Application System: | v| =
1605:

Test Suite: [Drop Copy 4.0 for BrokerTec v|

NOTE: This test suite utilizes the CERT environment.

Test Suite Status:

Sendercomp: | UNASSIGN | Pre-Certification Interview: @ Complete
Test Suite Status: In Progress

a. Select a Company Name.
b. For Market, select BrokerTec EU/US.
c. For Purpose, select Drop Copy.

d. Select an Application System.

To update Application Systems to include recent additions, use the refresh (H) button.
e. For Test Suite, select Drop Copy 4.0 for BrokerTec.

Review general AutoCert+ test suite navigation and general interview information.

Complete the Interview for this test suite.

Complete applicable test cases.

N oo v &

Complete the certification process from the Post Certification tab.
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https://www.cmegroup.com/tools-information/webhelp/cme-request-center-nr-cert/Content/btecsetup.html
https://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/Access.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/NavigatingCertificationTool.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/FillingOutInterview.html
http://www.cmegroup.com/tools-information/webhelp/autocert-access/Content/CompletingCertificationProcess.html

AutoCert+ Drop Copy 4.0 for BrokerTec

Additional Information

See the following documentation for more information on Drop Copy functionality:

¢ jLink Binary Order Entry

e Drop Copy Service for iLink - BrokerTec Markets

¢ iLink Binary Order Entry - BrokerTec Markets
e jLink FIX Tag Library
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/714211378/iLink+Binary+Order+Entry+-+Business+Layer
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665059354/Drop+Copy+4.0+for+iLink+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716210217/iLink+Binary+Order+Entry+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library

AutoCert+ Drop Copy 4.0 for BrokerTec

Interview

The interview consists of a series of questions about your trading application. Based on your responses, certain tests are
required and others are optional. You must complete the pre-certification interview before running the test cases.

b To complete the interview:

1. Select a SenderComp from the drop-down and select ASSIGN.

SenderComp: | Select SenderComp v | =D

2. Answer each question and select "Complete" when finished.

0 Note: The number of market segments and the instruments listed on each market segment is subject to change.

0 Note: Each Drop Copy MSGW session has a unique IP address for each of the primary and backup MSGWs.

Bl e oo e e

No (If Mo, ensure o proper process b5 in place 1o rotabs keys shead of sxpiration times that land mkd-woek)

| Completa |
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AutoCert+ Drop Copy 4.0 for BrokerTec

What's New

The list below illustrates the updates made to the AutoCert+ Drop Copy 4.0 for BrokerTec Help system.

T S I S

7 0Oct2022  Format Website and PDF format changes only.
11 Mar 2022 Logon Process with Failover Updated screenshot and description.
11 Oct 2021 All Updated message specification links.

29 Jun 2020 Receive Message Stream (No Resend) Added tag names to procedure.

15 Jun 2020 Initial release
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AutoCert+ Drop Copy 4.0 for BrokerTec

Session Management Tests

This section contains information about the Session Management tests.
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AutoCert+ Drop Copy 4.0 for BrokerTec

Logon Message

This test verifies that your system can appropriately handle timely connection at logon, implement a valid logon heartbeat
interval and then handle point of origin values on any Logon and ensuing acknowledgment message.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

¢ jLink Binary Order Entry

e Drop Copy Service for iLink - BrokerTec Markets

e jLink Binary Order Entry - BrokerTec Markets
e jLink FIX Tag Library

Interview | Test Suite - Help

Steps of the test: Drop Copy Session Management Tests - Logon Message

This st eould 150 ug i Savaral minues. Pldss S0 not skoss 1 window during 1o 16sL0I06NG wincow SIoppieg 10SL I0qUIes 12 rerun the st rem swpl

Purpose
Thas puspeso if this bast i 1o varity that chort system can ¥ 2t Logon, implemant vald logon hoanbeat isarval and
antes ¥ o any logen and 3
the Start Test b Festana Test, Ehe Start Test bution

again if you are currently nuaning this test. I
Description Flagg Stus

1 Crver the Drop Copy client spplcation, submit & Lagen message for Markes Segment [1]. o | MotTosted
7 | Recets and process & Logon Confimation massage for market segmaent [1], & | Mot Tasted
3 | Recetwe and process a Test Request message for market segment [1]. & | MotTosted
4| Submit o Hestbes! massage for market segmant 1] o | MotTested
& | Submita Logoul message for market sagmen [1]. & | NotTested
& | Recsts and procsss & Logout Confimation massage for market segmant [1]. & | NotTosted

Koy: @ oot tested @ compleds . perving @ 1nled

D’ To run a Logon Message test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
Select the START TEST button.

N

0 Note: DO NOT select the START TESTbutton once the test is in progress.

Over a Drop Copy connection, submit a Logon (35=A) message for market segment (1).
Receive and process a Logon (35=A) confirmation message for market segment (1).

Submit a Heartbeat (35=0) message for market segment (1).

3
4
5. Receive and process a Test Request (35=1) message for market segment (1).
6
7. Submit a Logout (35=5) message for market segment (1).

8

Receive and process a Logout (35=5) message for market segment (1).
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664764518/Drop+Copy+4.0+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/714211378/iLink+Binary+Order+Entry+-+Business+Layer
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665059354/Drop+Copy+4.0+for+iLink+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716210217/iLink+Binary+Order+Entry+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731726/Drop+Copy+4.0+Standard+Header+-+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731748/Drop+Copy+4.0+Standard+Header+-+CME+Globex+to+Client+System
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665157659/Drop+Copy+4.0+Test+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665354288/Drop+Copy+4.0+Session+Layer+-+Logout

AutoCert+ Drop Copy 4.0 for BrokerTec

Beginning of Week Logon

The Beginning of Week Logon test verifies that the client system can log on to the CME Group system at the beginning of the
week and maintain the correct inbound and outbound sequence numbers (tag 34-MsgSeqNum).

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

 jlLink Binary Order Entry

e Drop Copy Service for iLink - BrokerTec Markets

¢ jLink Binary Order Entry - BrokerTec Markets
e jLink FIX Tag Library

Inderview | Tost Sulie - el
Steps of the test: Drop Copy Session Management Test - Beginning of Week Logon

conchd take 1 19 savoral minnes. Dlease de not ciose tha windaw uring e st Closng windew sopging st regarus 15 tonsn e tast frem stepd

Tha Boginning of Woek Logon test varifies that chant systiem can logon 1o he CME Group system at e beginning of the week ard maintain the comect
bt and cutbénrd MguEnce rumben.

Hote: Press the S1art Test bution to s1art or restart a Test. Fiease do not press the Start Test bution [ STaRT TEST |
B8 M YOU Sk Currently runskng this test.

Description [TFiag | status

1 Orver the Droap Cepy connaction, submit & LoDon message. [ =] [ Mot Tested
2 | Receive and process o Logout message including tag T8%:NexthsgSeqhum. & | MotTested
3 Subrrit & Logon (355A) missags using th proper sequance number (g 34-MsgSeaium) | & | Mot Tested
4 | Recsive and process o Logon Confimation message o | Mot Tested

5 | Receive and process a Test Request massage. ] . ot Tasted
Ll Submit & Hoaribeat mosiege, [ > [ ot Tested

Mey: @ not tested @ complete 4 pandng i taled

[::' To run the Beginning of Week Logon test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. Select the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test is in progress.

Over a Drop Copy connection, submit a Logon (35=A) message.

Receive and process a Logout (35=5) message, including tag 789-NextMsgSeqNum.

Submit a Logon (35=A) message, including the correct sequence number (tag 34-MsgSeqNum).
Receive and process a Logon (35=A) confirmation message.

Receive and process a Test Request (35=1) message.

©® N o v & w

Submit a Heartbeat (35=0) message.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/714211378/iLink+Binary+Order+Entry+-+Business+Layer
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665059354/Drop+Copy+4.0+for+iLink+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716210217/iLink+Binary+Order+Entry+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731726/Drop+Copy+4.0+Standard+Header+-+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731748/Drop+Copy+4.0+Standard+Header+-+CME+Globex+to+Client+System
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665157659/Drop+Copy+4.0+Test+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat

Mid Week Logon

This test verifies that the client system can logon to the CME Group system during the week and maintain the correct inbound
and outbound sequence numbers (tag 34-MsgSeqNum).

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:

Interview

|:::'To

© N o v &~ Ww

iLink Binary Order Entry

Drop Copy Service for iLink - BrokerTec Markets

iLink Binary Order Entry - BrokerTec Markets
iLink FIX Tag Library

Steps of the test: Drop Copy Session Management Test - Mid Week Logon Process

This test coubd take up 1o seweral mirtus. Pleass do not dose the window during the test Closing window'siopping st recures 1o sorn e st from step
Purpese

Tha Logen Procass Wi Week test verfies that chent system can connest 1o the CME Growp system during the week and mainkain the comest nbound and
cuthourd Lequence rambers.

Mote: Press the Start Test bution bo start or restart a Test. Please Bo not press the Start Test bution
again if you are currentsy running this test

Descrigtion [Fag | stus

Crne the Drog Copy connection, submil a Logon masdags. o | NotTested

1

z Receive and process & Logout message ng tag TAG- o | Mot Tested

3 | Submita Logon (3524} G e proper seg (hag 34 & | Mot Tested

s | Racaive o process & Logan Corfemation mosiade | ) | Mot Tested

5 | Receiva and process a Test Request message o | Mot Tesed

€ | Submit a Hearbeat message. & | Mot Tested
Mey: @ not tested @ complete  pandng @ tsled

run the Mid Week Logon test:

AutoCert+ Drop Copy 4.0 for BrokerTec

Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

Select the START TEST button.

¢ Note: DO NOT select the START TESTbutton once the test is in progress.

Over a Drop Copy connection, submit a Logon (35=A) message.

Receive and process a Logout (35=5) message, including tag 789-NextMsgSeqNum.

Submit a Logon (35=A) message using the correct sequence number (tag 34-MsgSegNum).

Receive and process a Logon (35=A) confirmation message.

Receive and process a Test Request (35=1) message.

Submit a Heartbeat (35=0) message.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862773/Drop+Copy+4.0+Logon+from+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/714211378/iLink+Binary+Order+Entry+-+Business+Layer
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665059354/Drop+Copy+4.0+for+iLink+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716210217/iLink+Binary+Order+Entry+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731726/Drop+Copy+4.0+Standard+Header+-+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665092200/Drop+Copy+4.0+Logout
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731779/Drop+Copy+4.0+Logon+from+CME+Globex+to+Client+System
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665157659/Drop+Copy+4.0+Test+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat

AutoCert+ Drop Copy 4.0 for BrokerTec

Logon Process with Failover

The purpose of this test is to verify that client system can support primary gateway enforcement.

In the event of a Drop Copy 4.0 failover, upon logon to the new primary connection, client systems will experience a significant
increase (currently set to 4000) in sequence numbers (tag 34-MsgSeqNum) sent from CME Globex to the client system. CME
Group recommends that client systems request all missing messages.

For all Resend Requests, the client system can request no more than the maximum limit of 2500 messages. To recover any
missed in-flight messages beyond the 2500 message range, the client system must submit multiple Resend Request (tag 35-
MsgType=2) messages.

In response to the Resend Request from the client system, Drop Copy 4.0 will respond with a Gap Fill for all Administrative
messages and send tag 35-MsgType35=n with tag 43-PossDupFlag=Y for business messages.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

e iLink Binary Order Entry

e Drop Copy Service for iLink - BrokerTec Markets

¢ jLink Binary Order Entry - BrokerTec Markets
e jLink FIX Tag Library

Interview ~ Test Suite - Help

Steps of the test: Drop Copy Session Management Test - Logon Process with Failover

This test could take up to several minutes. Please do not close the window during the test. Closing window/stopping test requires 1o rerun the test from step1
Purpose

The purpose of this test is to verify that client system can support primary gateway enforcement. In the event of a Drop Copy 4.0 failover, upon logon to
the new primary connection, client systems will experience a significant increase (currently set 1o 4000) in sequence numbers (ag 3d-MsgSeqNum) sent
from CME Globex to the Client System. CME Group recommends that client systems request all missing messages. For all Resend Requests, the client
system can request no more than the maximum limit of 2500 messages. To recover any missed in-flight messages beyond the 2500 message range, the
client system must submit multiple Resend Reguest (tag 35-MsgType=2) messages. In response to the Resend Request from the client system, Drop
Copy 4.0 will respond with a Gap Fill for all Adminisiraive messages and send tag 35-MsgType35=n with tag 43-PossDupFlag=Y for business messages.

Note: Press the Start Test button to start or restart a Test. Please do not press the Start Test button
again if you are currently running this test.

Test Not Running

Description Flag status.
1 | Over the Drop Copy connection, submit a Logon message & | Not Tested
2 Qver the Drop Copy client application, submit a Logon message on the backup gateway & Not Tested
3 Receive and process a Legon Ceonfirmation message & Not Tested
4 | Submita Resend Request message(s) | NotTested
5 | Receive a Gap Fill message(s) W | Mot Tested
6 Submit a Heartbeat message & | Not Tested
7 Receive and process a Heartbeat message W | NotTested
8 | Submita Heartbeat message & | Not Tested
9 | Submita Logout message W | Mot Tested
10 Receive and process a Logout Confirmation message & | Not Tested

Key: & not tested @ complete . pending @failed

[:} To run a Logon Process with Failover test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. Select the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test is in progress.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665485365/Drop+Copy+4.0+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665813041/Drop+Copy+4.0+Sequence+Reset
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664862797/Drop+Copy+4.0+Application+Layer+Message+Specifications
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/714211378/iLink+Binary+Order+Entry+-+Business+Layer
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665059354/Drop+Copy+4.0+for+iLink+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716210217/iLink+Binary+Order+Entry+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library

w o N o U AW

10.
11.
12.

AutoCert+ Drop Copy 4.0 for BrokerTec

Over the Drop Copy connection, submit a Logon (35=A) message.

Over the Drop Copy client application, submit a Logon (35=A) message on the backup gateway.
Receive and process a Logon (35=A) confirmation message.
Submit a Resend Request (35=2) message(s).

Receive a Gap Fill (35=4,123-GapFillFlag=Y) message(s).

Submit a Heartbeat (35=0) message.

Receive and process a Heartbeat message.
Submit a Heartbeat message.

Submit a Logout (35=5) message.
Receive and process a Logout (35=5) confirmation message.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731726/Drop+Copy+4.0+Standard+Header+-+Client+System+to+CME+Globex
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731748/Drop+Copy+4.0+Standard+Header+-+CME+Globex+to+Client+System
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665485365/Drop+Copy+4.0+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665813041/Drop+Copy+4.0+Sequence+Reset
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665354288/Drop+Copy+4.0+Session+Layer+-+Logout
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665354288/Drop+Copy+4.0+Session+Layer+-+Logout

AutoCert+ Drop Copy 4.0 for BrokerTec

Sequencing Tests

This section contains information about the Sequencing tests.
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AutoCert+ Drop Copy 4.0 for BrokerTec

Receive Encapsulated Message from Simulated Order Mass
Action Messages

This test verifies the client system can successfully receive an Order

Mass Action Report [35=BZ (Accepted)] message.

Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:

e iLink Binary Order Entry

* Drop Copy Service for iLink - BrokerTec Markets

e iLink Binary Order Entry - BrokerTec Markets
e jLink FIX Tag Library

P —— | v
Steps of the test: Drop Copy Sequencing Tests - Recelved Encapsulated M, ge from S
Order Mass Action Messages.
Thes test coulkd takos UD 10 Several mnutes. Please do not cioss the wandow dunng the test Closng wandow'Sioppeng est regueres. 10 ronmn e lest from step1
Purpose
T pce thes ferst 5 50 vty Ordar M Acton R

(Accepind) messago

Selected Contract s UBTe_12 0427700 [T

Category P Pert
Incremental Premium Feed A 2031432145 15700
Incremental Fremium Feed 8 233143214132 18700
Imcremenital Conflated Feed A 230.143.214.18 15701
Incrementsl Conflated Feed B 233143.214.147 18701
Preemium Snapshot MBP 33432146 zTo
Fremium Snapshot MBO 133143.2146 w0700
Conflated Snapshot MBP & MBOLD 233.143.214.20 2T
nstrument Repiay Premium 432147
Instrument Replay Conflated 2314321421 14701
TCR Conflated Feed
Category Link
Temghaies Fik: Iemelaies_FixEinancomi
Fremium Configuration File wanlig
Conflated Configuration File: configxmi
TCP Sesslon Management SBE Schema: ternpiates_MopSessionkdgmnlxml
Bote: Praws the Start Test button to start or restart 3 Test Plasss o not press T Start Test button. START TEST
again if you are currently running this test
Descrigtion Flag Sestun
1| Receive ard process a simulated Order Mass Action Report Accepted ® | compiw
2 | Recelve and process a simulated Order Mass Action Report Accepted {na orders cancelied) & | Mot Testea
Keys @ rot fested @ compicte . pendng @ iaked

P> To run a Receive Encapsulated Message from Simulated Order Mass Action Messages test:

1. From the Contract drop-down, select the desired contract if the contract is not already locked.
2. Click the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test process is in progress.

3. Enter the following tag values to confirm that your system received and processed a simulated Order Mass Action
Report Accepted

e tag 1300-MarketSegmentID

o tag 1374-MassActionScope

e tag 1375-MassActionResponse
o tag 533-TotalAffectedOrders
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o tag 534-NoAffectedOrders
e tag 41-OrigClOrdID

o tag 84-CxlQty

o tag 535-AffectedOrderID
o tag 893-LastFragment

4. Enter the following tag values to confirm that your system received and processed a simulated Order Mass Action
Report Accepted (no orders cancelled)

e tag 1300-MarketSegmentID

o tag 1374-MassActionScope

o tag 1375-MassActionResponse
o tag 533-TotalAffectedOrders
o tag 893-LastFragment
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Respond to Resend Request

This test verifies that your system can respond to a Resend Request by gap fill.
Additional Drop Copy Information

See the following documentation for more information on Drop Copy functionality:

¢ jLink Binary Order Entry

e Drop Copy Service for iLink - BrokerTec Markets

e jLink Binary Order Entry - BrokerTec Markets
e jLink FIX Tag Library

mervew  wesoce [ Help
Steps of the test: Drop Copy Sequencing Tests - Respond to Resend Request
This test could ke up 1 sewral mirutes. Plase 0o not doss the window during he el Closing window/SIOpEing st rguires 10 fensn B st from step

Purpose
T ek o 168 L is 15 ity ThEY the elbal §y34iet o ket 15 & Riisiesd Fibepubat By gags il

Hote: Prass the Start Test bution 1o start o ressart o Test, Pleass 55 Aot press the Start Test button [ START TEST |

58I If you arw CUMre NIy FUARIRG this test.

Cescription ["rrag | status

1| e an Drop Copy connecion, submit a Hearbaat o | MotTested

H . Receive and process o Resend Requost message. - .wnm

3 | Submit Secuence Reset 7 Gap Fil message [ ] | Mot Testod

4 | Submitn Hearbent message, & | Mot Tested

5 .Rmulﬂumsah&umlm & | Mot Tested

& | Submit o Hearbeat message T Not Tested
) Key: @ not tested @ comgietn | pandey @ tsied

D"’ To run the Respond to Resend Request test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. Select the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test is in progress.

Over a Drop Copy connection, submit a Heartbeat (35=0) message.

Receive and process a Resend Request (35=2) message.

Submit a Sequence Reset - Gap Fill (35=2, 123-GapFillFlag=Y) message.

Submit a Heartbeat (35=0) message.

Receive and process a Heartbeat (35=0) message.

© N o kW

Submit a Heartbeat (35=0) message.
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Bi-Directional Resend Request Scenario

This test verifies that your system can receive out-of-sequence messages across multiple session connections during a Resend
Response without triggering another Resend Request.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

¢ iLink Binary Order Entry

e Drop Copy Service for iLink - BrokerTec Markets

¢ jiLink Binary Order Entry - BrokerTec Markets

e iLink FIX Tag Library
Interview Teat Suite - Help

Steps of the test: Drop Copy Sequencing Tests - Bi-Directional Resend Request Scenario

This lest could take up fo several minstes. Pisase do nat ciose the window during e lest Closing window'slopping lest nequires 10 fenun B lest from siep1

Puspene

purpase of s et s b venly e furing a Resend
Respore withint rigpeeng secther Resend Request

Sebecied Contract: uBios S 6400 red [[ITEY

Category I Fort
Incremental Premium Feed A 2331432145 15700
Incremantal Premium Feed & 233N 16700
Incremental Conflated Feed A 23314321409 151
Incremental Conflated Feed B 23343214047 16701
Premium Snapshot MBP 2330432148 22700
Promium Snapshot MEO 2331432148 20700
Corfiated Snapshot MBP & MBOLD 23314321420 27
Imstrument Repiay Fremium 2330432147
Imstrument Replay Conflated 23314321421 14701
TCP Conflated Feed
Categery Link
Templates Fig 1 FixBmany i
Pramium Confguration Fig g armil
‘Conflated Condguration Fie: g el
TCP Sessaon Management SBE Schema temolates MooSessionklomt xmi

Note: Press the Start Tet bution o start or restart a Test. Please do not press the Start Test bution [ START TEST |
540 if you st Curmently funsing this bist.

[ Descripsen [Frag [ status
|+ | over an oo Copy connaction. suemaa Heatoeat [ 4 | ot Tostoa
|2 | Recene and pracess a Heartoeat message & | ot Testeo
3 I Ower an iLink connaction, submit & Heartbeat . =] | Not Tested |
. [ :::wu and peocess an Exocution Report - Confimaton/ACmowledgenent messages and deect sequence ; ™ [ Hot Tested .
[ "6 | submi o Resans Requast message 4 | ot Testee
|6 | Rocoe ana pracess an Executon Regort - Confimaton ACTOwiedgament messages [ ] [ ot Testes
T | Raecene and process a Resend Regquest message. | ) | Not Tested
[ L [ Submit 8 Sequence Resel - Gap Sl massage [ & | ot Tested
o | Subita Hearmest message. 1 4 | ot Testea
| 10 | Rocove anc pracess a Heartoeat message [ "] [ Wot Testea
| " | Submi 3 Hearmeat message | ] | Not Tested
Kay: @ rot tested @hcomplete & persing W tibed

D’ To run the Bi-Directional Resend Request Scenario test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. From the Contracts drop-down, select the desired contract if the contract is not already locked.
3. Select the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test is in progress.

4. Over a Drop Copy connection, submit a Heartbeat (35=0) message.

5. Receive and process a Heartbeat (35=0) message.
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10.
11.
12.
13.
14.

Over an iLink connection, submit a Heartbeat (35=0) message.

AutoCert+ Drop Copy 4.0 for BrokerTec

Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message

and detect a sequence gap.

Submit a Resend Request (35=2) message.

Receive and process an Execution Report - Order Creation [35=8, 39-OrdStatus=0 (New Order Ack)] message.

Receive and process a Resend Request (35=2) message.

Submit a Sequence Reset - Gap Fill (35=4, 123-GapFillFlag=Y) message.

Submit a Heartbeat (35=0) message.
Receive and process a Heartbeat (35=0) message.

Submit a Heartbeat (35=0) message.
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Process Real-Time Messages During a Resend Response

This test verifies that your system can receive out-of-sequence messages during a Resend Response without triggering
another Resend Request.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

¢ iLink Binary Order Entry

e Drop Copy Service for iLink - BrokerTec Markets

¢ jiLink Binary Order Entry - BrokerTec Markets
e iLink FIX Tag Library
Interview Test Suite - Help

Steps of the test: Drop Copy Sequencing Tests - Process Real-Time Messages During a Resend
Response from CME Globex

This test coukd Lake up 19 Several minctes. PRaTH do ot cone the window Suning e el CIoHNg window/SIopoing DS recuifes 10 fefun B st from Steo1
Puspersa

The purposs of 155 51 15 10 warify (A1 Mg CHINE SYSIM CaN FECHNS Cub-SESRTUNCH METSIGHs SUNG & Resend REspomse wilhout Iigpwning ancther
Rasend Roguest

Selected Contract : UB10m_&8_0530 -Too [T

Category » Port
Incromantal Pramium Faed A 221432145 15700
Incremental Premium Feed B 233143214132 16700
Incremanital Conflated Feed A 2331432419 16701
Incremantl Conflated Faed B 233143204147 16701
Premium Snapshot MBP 2331432146 27
Premium Snapshot MBO 2331432146 20760
Canflited Snipihat MBP & MBOLD 23314321420 27
Inssrumisnt Reglie Pramium 233143247
Bstrumsent Raplay Conflated &N 14
TCP Conflated Feod
Category Link
Ternplates File templates FixBinany xmi
Pramiym Configuration Filg -l Fial
Conflated Configuration Fils senfo
TCP Session Management SBE Schema ternplates MdpSessionhget xml

Hote: Prass the Siart Test bution fo siar or resiart  Test. Meass B0 not press the Start Test bution | starT TEST |
again i yOU &8 CuTeNty running this test.

| Descripticn [Fisg | status
1 Submit 8 Hearlbeat message & Not Tasted
2 | Raceive and process an beabeal medsage and detect Sequance gig & | NotTasted
3 | Submit 3 Resend Requist message o | NotTested
M Raeceive real-time interaaved messages with resend responses. and process an Execution Repert - Nt Tested
Ceefemation/cknowledgamant @ | Molle
& | Submit 3 Hearbaat message & | NotTested
& | Receive and process a Hearbeat message o | NotTested
7 | Submita Hearlbeat message & | Mot Tesied
Ney: @ nottested @ complete | pending i@ taled

D’ To run the Process Real-Time Messages During a Resend Response test:

=

Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. From the Contracts drop-down, select the desired contract if the contract is not already locked.

Select the START TEST button.

w

¢ Note: DO NOT select the START TESTbutton once the test is in progress.

Submit a Heartbeat (35=0) message.

Submit a Resend Request (35=2) message.

4
5. Receive and process a Heartbeat (35=0) message and detect a sequence gap.
6
7

Receive real-time interleaved messages with resend responses and process an Execution Report - Order Creation

[35=8, 39-OrdStatus=0 (New Order Ack)] message.

- 20 - User Manual


https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665485365/Drop+Copy+4.0+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/714211378/iLink+Binary+Order+Entry+-+Business+Layer
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665059354/Drop+Copy+4.0+for+iLink+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716210217/iLink+Binary+Order+Entry+-+BrokerTec+Markets
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716079284/iLink+FIX+Tag+Library
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665452594/Drop+Copy+4.0+Session+Layer+-+Heartbeat
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/665485365/Drop+Copy+4.0+Resend+Request
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716275899/iLink+Execution+Report+-+New+Order
https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/716275899/iLink+Execution+Report+-+New+Order

AutoCert+ Drop Copy 4.0 for BrokerTec

8. Submit a Heartbeat (35=0) message.
9. Receive and process a Heartbeat (35=0) message.

10. Submit a Heartbeat (35=0) message.
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Receive Message Stream (No Resend)

The purpose of this test is to verify that your system can receive and process Execution Reports with a non-unique SessionID
and similar message sequence numbers (i.e., same SessionID and MsgSeqNum for 2 different market segments).

0 Note: For this test, the source session sequence numbers will be reset to 1. Systems are expected to be logged in to
both market segments concurrently to gather Execution Reports.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

e iLink Binary Order Entry

» Drop Copy Service for iLink - BrokerTec Markets

¢ iLink Binary Order Entry - BrokerTec Markets
e iLink FIX Tag Library

Steps of the test: Drop Copy Sequencing Test - Recelve Message Stream (No Resend)

Tris test cowid taea up 10 avarsl minuies. Plaase 62 10t Gose tha window during T st Clonng window/EOPRNG St regues 12 renn T tes fom st
Purpose
Tha purpoRs of SV KX 1 10 verty that e CHEnt EYRET SR1 reTevE 300 DTORE SERTVGN MeROTE WAN ron-unaus SHEHnD and Bmiar mesEge
30304708 PUTSecE (18 Abma Saasion D and Mg Begtiom o 1 Sieent marce: bgmants) Paaie note % 1o Tei Tk R0CCH ST LGURRCH
TS WAL 1 B B2 D SRS B PRSI0 14 1055 110 ot MIPuet S4gmares Sonsumanty 10 GINAT EXE0USM MEOTS

Selected Contract :  US10e_53_aa0uTeciesrerxToer 7o [Ny

Category L3 Port
Incremental Precmium Feed 4 233432145 15700
Incremental Fremium Feed B B3R 16700
Ircremerdal Cordated Feed & 23314321409 15701
incremental Conflated Feed B 514324047 18T
Premism Snagshal MBP 2331432145 22700
Premium Snapshat MBO 2331432146 0700
Conflated Snapshot MER £ MEOLD 23304321420 2701
Instrumnl Replay Pranium 2331432147
Instrument Replay Conflated 23314321421 14701
TCP Confated Feed
Cabegary Link
Templates Fie templates Fodinaryaml
Preenism Configuiation Fily conhig omi
Confiated Corfiguration File: sonfp xml
TCP Sessuon Management SEE Sthema lemoiales MdpSesgonbiomt aml
Hote: Prews the Start Test busion to start wiart 3 Tesd. Please do not the Seart Test bution
aghin M you ars cumeny running this est. o " B
Deseription Flag Statuss
‘Wihen testing with BrokerTec EU Drop Copy session. please login fo sepment 95 and 96. When lesting with
1 | BrokerTec US Drop Copy session, please login bo segmend 37 and 38, Recerve encapsulaled message for & | Mol Tested
rnarket sagenent [1]
2 for =2 o | Mot Tested
3 | Receive encapsulsted execution report for market segment [ 1] o | Mot Tested
4| Receiie sncapsulaled &scubon repce for market sepment [2] @ | Mol Teled
s Confirm your sysiem successfully processed all segment messages with concument connections & | Mot Tested
Mey: @ nottested @ conglete , pendng @ tsled

REFRESH

D’ To run the Receive Message Stream (No Resend) test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. From the Contracts drop-down, select the desired contract if the contract is not already locked.

3. Select the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test is in progress.

4. When testing with BrokerTec EU Drop Copy session, please login to segment 95 and 96. When testing with BrokerTec
US Drop Copy session, please login to segment 97 and 98. Receive encapsulated message for market segment [1].
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o tag 44-Price
e tag 33-OrderQty
5. Receive an encapsulated message for market segment [2].
e tag 44-Price
e tag 33-OrderQty
6. Receive an encapsulated Execution Report for market segment [1].
e tag 44-Price
e tag 151-LeavesQty
e tag 33-OrderQty
7. Receive an encapsulated Execution Report for market segment [2].
o tag 44-Price
e tag 151-LeavesQty
e tag 33-OrderQty
8. Select "Yes" or "No" to indicate whether or not your system successfully processed all segment messages with con-

current connections.

Example of Encapsulated Message: (Multiple Messages)

The FIX payload is shown in bold below.

[8=FIX.4.2|9=509|35=n|34=185 | 369=57 | 52=20200610-
05:47:01.098 | 49=CME | 50=98 | 56=717NEXN | 57=CSET| 143=5G| 212=413| 213=<RTRF>
8=FIX.4.2|9=377|35=8| 34=208 | 369=106 | 52=20200610-

05:47:01.096 | 49=CME | 50=98 | 56=EIVACPUSP | 57=GUSUS | 143=US,IL| 1=ACP_
ORDER|6=0|11=ACP1591768021071 | 14=0| 17=9848:28271| 20=0
37=982167244|38=67|39=0|40=2|41=0|44=130| 48=3273848|54=2 | 55=#USBD | 59=0 | 60=20200610-
05:47:01.071|107=UB07#_1/2_

05/27|150=0|151=67| 167=TNOTE | 432=20200610 | 819=0|1028=Y | 1031=H | 1598=1 | 5149=Memo
ACPOS |5906=A|5979=1591768021071320596 | 10=249 | </RTRF>|10=027]
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Receive and Process Encapsulated Message

This test verifies that the client system can receive and process encapsulated XML non-FIX (35=n) messages with new
BrokerTec tags provided in the Drop Copy payload.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

e iLink Binary Order Entry

* Drop Copy Service for iLink - BrokerTec Markets

¢ jiLink Binary Order Entry - BrokerTec Markets
e jLink FIX Tag Library

wersew ez [ oo Heio

Steps of the test: Receive and Process Encapsulated Message

This ferst could bake U 10 Sevonsl Minutes. Phaiss G0 Not clorme T wirdow dunng th 1t Closing window'soppang 10t Iequines 10 rerun B est from siep1
Purpese
T psposa of T LRSE 15 10 vily Your SYSHm Can cene Bnd pROCHSS Srcagsulilod Massages

Salected Contract : UBKOTS_12 0527 700 [INEETY

Category [ Pert
Incremental Presmium Feed A 2339432145 A5T00
Incremental Premiuen Feed B 334338932 16700
Incremental Confiated Feed A 233.943.214.9 15701
Incrementtal Conflated Feed B 233143214147 16701
Premium Snapshot MBP 2331432148 22700
Premium Snapshet MBO 2331432148 20700
Canfated Snapshot MEP & MBOLD 2330432140 2
Instrument Repiay Premium 2330432147
Insinument Replay Conflated 231432140 14701
TCP Conflated Feed
Link
Templates File: templates FixBinacy siml
Premium Configuration Fie: configmi
Confaned Configueation Fie: configuami
TGP Sexsicn Management S3E Schema: lemiates_MdpSessionhigmteml
Hote: Press the Star Test button to star of restart a Test. Pisase d0 Rt press the Stan Test Butten START TEST

aain M Yo &Te CUMTenEly rUReing this teat.

Description Flag Status
1 Recetve and process 3 encapaulated execution report for & New Order . Compiete
Rbtaive 30 (rOCELS 3 eNCIPSUlaled endaution | 1 if & FIL Vierity the Secand Ml &vent i te e
N B e epo ity pedting @ | morresea
woup
Hey: § not tested @ complete pendng @tsled

E} To run the Receive and Process Encapsulated Message test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.
2. From the Contracts drop-down, select the desired contract if the contract is not already locked.

3. Select the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test is in progress.

4. Enter the following tag values to confirm that your system received and processed an encapsulated Execution Report
for a New Order

e tag 57-TargetSublD
e tag 34-MsgSeqNum
e tag 37-OrderID

e tag 1-Account
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Description

encapsulated execution report for a Mew Order
Instrument: UB34C# 5/6_03/99 SecuntylD: =00 0

Establish 3 Drop Copy connection prior to hitting Start Test. After starting the test, receive and process an

TargetSublD in the encapsulated message : |

MzgSeqMNum in the encapsulated message : |

OrderlD : [

Account - [

| Submit |

Flag Status

" Pending

group

Receive and process an encapsulated execution report for a Fill. Verify the second fill event in the repeating

7 Pending

HKey riot tested @ complets pending @ faded

5. Enter the following tag values to confirm that your system received and processed an encapsulated message for a Fill.

e tag 48-SecuritylD: Provided in the test case
e tag 1795-NoOrderEvents

First Order

e —1797-OrderEventExeclD

e —>1799-OrderEvenPx

e —1800-OrderEventQTY

Second Order

e —>1797-OrderEventExeclD

e —>1799-OrderEventPx

e —1800-OrderEventQTY

Descripfion

Flag Status

encapsulated execution report for 2 Mew Order

i Establish a Drop Copy connection prior to hitting Start Test. After starting the test, receive and process an

. Completa

groug
Instrument UB34C# 5/2_032/20 Security|D: S8
MoCrderEvents :

First CrderEventExeciD :

3 First CrderEventPx

Receive and process an encapsulated execution report for a Fill. Verfy the second fill event in the repeating

- Pending
First CrderEventOty :
Second OrderEventExeciD :
Second CrderEvent™x :
Second CrderEventCty :
| Submit |
Kew: @ not tested @ complete & pending @ failed

Example of Encapsulated Message: (Multiple Messages)

The FIX payload is shown in bold below.
[8=FIX.4.2]9=509|35=n|34=185|369=57|52=20200610-

05:47:01.098 | 49=CME | 50=98 | 56=717NEXN | 57=CSET|143=5G | 212=413 | 213=<RTRF>

8=FIX.4.2|9=377|35=8|34=208|369=106 | 52=20200610-

05:47:01.096 | 49=CME | 50=98 | 56=EIVACPUSP | 57=GUSUS | 143=US, IL| 1=ACP_

ORDER|6=0|11=ACP1591768021071|14=0|17=9848:28271|20=0

37=982167244|38=67|39=0|40=2|41=0|44=130|48=3273848|54=2 | 55=#USBD | 59=0|60=20200610-
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05:47:01.071|107=UB07#_1/2_
05/27|150=0|151=67 | 167=TNOTE|432=20200610| 819=0| 1028=Y | 1031=H | 1598=1|5149=Memo
ACPOS |5906=A|5979=1591768021071320596 | 10=249 | </RTRF>|10=027 ]
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Mid-Week Key Rotation

This test verifies that the client system can properly logon to the CME system using the security enhancement functionality
with key rotation. You will need two valid keys to complete this test.

Additional Drop Copy Information
See the following documentation for more information on Drop Copy functionality:

 iLink Binary Order Entry

* Drop Copy Service for iLink - BrokerTec Markets

 iLink Binary Order Entry - BrokerTec Markets
e iLink FIX Tag Library

Interview Test Suite - Help

Steps of the test: Drop Copy - Mid-Week Key Rotation

This test could take up to several minutes. Please do not close the window during the test.Closing window/stopping test requires to rerun the test from step1.

Purpose

The purpose of this test is to verify that the client system can properly logon to the CME system using the security enhancement functionality with key
rotation. ¥ou will need two valid keys to complete this test

MNote: Press the Start Test button to start or restart a Test. Please do not press the Start Test START TEST
button again if you are currently running this test.

Description | Flag | Status |
1 Overthe Drop Copy connection, logon using the first secure key pair. o | MNotTested
2 Receive and process a Logon Confirmation message o | NotTested
3 Receive and process a Test Request message o | NotTested
4 Submit a Heartbeat message. & | MNotTested
5 Submit a Logout and process a Logout Confirmation & || MotTested

Ower the MSGW connection again, logon using a different set of secure key pairs otherthan the ones used
6 : & || MotTested
in step 1.
7 Receive and process a Logon Confirmation message & Mot Tested
3 Receive and process a Test Request message > Mot Tested
HKew: rot tested @ complete pending @ failed

[;‘" To complete the Mid-Week Key Rotation test:

1. Select a SenderComp from the drop-down and select ASSIGN if a SenderComp is not already assigned.

2. Select the START TEST button.

0 Note: DO NOT select the START TESTbutton once the test is in progress.

3. Over the Drop Copy connection, submit a Logon (35=A) message using the first secure key pair.
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AutoCert+ Drop Copy 4.0 for BrokerTec

4
5
6.
7
8

10.

Receive and process a Logon (35=A) confirmation message.

Receive and process a Test Request (35=1) message.

Submit a Heartbeat (35=0) message.
Submit a Logout (35=5) and process the Logout (35=5) confirmation.

Over the MSGW connection again, submit a Logon (35=A) message using a different set of secure key pairs other than
the ones used in step 3.

Receive and process a Logon Confirmation (35=A) message.

0 Note: Client systems with Cancel on Disconnect (COD) or Mass Quote functionality enabled may send 1 Resend
Request (35=2) message to have any missed messages resent.

Receive and process a Test Request (35=1) message.
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https://cmegroupclientsite.atlassian.net/wiki/spaces/EPICSANDBOX/pages/664731779/Drop+Copy+4.0+Logon+from+CME+Globex+to+Client+System
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